PE CUONG ON TAP

TIEN SO VA
CONG NGHE

BLOCKCHAIN

Danh cho sinh vién dai hoc khoi kinh té, tai chinh, cong ngh¢ tai chinh

Digital Currency and Blockchain Technology — a bilingual study guide

Ham bam - Chir ky s6 - Dong thuan - Vi va luu ky
Hop dong thong minh - DeFi - Rui ro - Phap lut Viét Nam

Bai tap co 10i giai - Ty ludn c6 dan y - Tric nghiém c6 dap 4n - Ma Python chay that

Song ngtr Viét — Anh - Vietnamese — English

Phién ban 1.0 — Thang 11 nam 2026
https://tailieuso.vin




Pé cuong Tién sb va cong nghé blockchain / Digital Currency and Blockchain

MUC LUC
CONTENTS

Chuong 1. Tién, tién s6 va tai san ma hoa: tong quan — Chapter 1. Money, digital
money and Cryplo-asSeIS: AN OVEFVICW .....eeeeecessssssssssssssssessssssssssssssssssssssssssssssssssssssssssssss 8
1.1. Tién 13 gi va d3 di qua nhitng budc nao — 1.1. What money is and the steps it has

1.2. Bén thir d& nham véi nhau: tién giri, vi dién tir, tién s ctia ngan hang trung wong, tién
ma hoa — 1.2. Four things easily confused: deposits, e-wallets, central bank digital

CUFTENCY, CTYPIOCUITENCY ....veeneeeeeieeeaieeesaieeesteeesnteeessseeesiseeesaseesnaseessseessseesnseeesnseens 11
1.3. Chi tiéu hai 1dn va nhiing thir nghiém truéc Bitcoin — 1.3. Double spending and the
eXPEriMents DefOre BIlCOIM ............ccccccueecuieiiiiiiieeie ettt 12
1.4. Sach trang Bitcoin, khdi nguyén thiy va chudi khdéi — 1.4. The Bitcoin white paper,
the genesis block and the BIOCKCRQIN .................ccceevieecieiiieiiecieeieeeeee e 15
1.5. Phan loai tai san ma hda — 1.5. Classifying crypto-assets ..........ccocoeeeceeecevenvencueennnn. 17
1.6. Khai niém phap 1y ¢ Viét Nam: tai san sd, tai san o, tai san ma héa — 1.6. Vietnamese
legal concepts.: digital assets, virtual assets, Crypto-aSSets ............coeevververereescveennns 19
1.7. Nam dic diém cua tai san ma hoa: loi ich va cai gia — 1.7. Five features of crypto-
ASSELS: DENEIILS ANA COSLS....ooveeieiiieieeie ettt 21
1.8. Bon vi va quy doi: satoshi, wei, gwei — 1.8. Units and conversion: satoshi, wei, gwei
.................................................................................................................................... 23
1.9. Loi suit va bién dong gia, so v6i giri tiét kiém — 1.9. Returns and price swings,
AGAINSE A SAVINGS ACPOSIL. ..ottt ettt ettt e teestaesteesaeessseeseas 24
1.10. Vi tri viéc lam trong linh vyc tién sb va blockchain — 7.10. Jobs in digital money and
DIOCKCRQIN ...ttt 27
1.11. Tinh bang Python — 1.11. DOING it in PYLRON «........ooeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeeeeean. 28
1.12. Bai tap van dung co 101 gidi — Applied exercises with SOlUtions............................... 33
1.13. Cau héi ty luén va dan y trd 101 — Essay questions and answer outlines .................. 36
1.14. Cau hoi tric nghiém — Multiple-choice GUESTIONS...............coeoeeeeeeeeeeeeeeeeeseeseeeeeeen. 37

Chuwong 2. Mt ma hoc nén ting: ham bim, chir ky s6, khéa va dia chi — Chapter 2.

Cryptographic foundations: hashes, signatures, keys and addresses......................... 40
2.1. Ham bam: dau van tay cua dix liéu — 2.1. Hash functions: the fingerprint of data.....40
2.2. SHA-256 va bam hai lan — 2.2. SHA-256 and double hashing.................................. 43
2.3. Con tré bam va chudi khéi: sira khéi cii thi 16 — 2.3. Hash pointers and the chain of
blocks: editing an 0ld bIOCK SHOWS ............ccccoeeeiveiiiiiieiiiiieeeeeeee e 44
2.4. Cay Merkle va chiing minh thudc cay — 2.4. The Merkle tree and the proof of
TREINDETSIID ...ttt ettt et ettt ettt e bt nbeeneas 46

2.5. Mat mi khoa cong khai va chit ky s6 — 2.5. Public key cryptography and digital
SEGIATUFES ....eeeeeeee et et e ettt e et e et e e et e e e st e e e st e e eabeeeateesnnaeeeasteeensteesaseeeenseeenanes 48

2.6. Pudng cong elliptic thu nho: cong diém va nhan vo huéng — 2.6. A miniature elliptic
curve: adding points and scalar multiplicQtion .................ccccoeeeeeeceenceecnesieeieennen. 50

Tai liéu nay dugc bién soan boi ddi ngli ciia website: https://tailicuso.vin
Trang 1



Pé cuong Tién sb va cong nghé blockchain / Digital Currency and Blockchain

2.7. ECDSA va Schnorr: ky va kiém bang phép tinh — 2.7. ECDSA and Schnorr: signing

and verifying by CAlCUIAIION ..............cccoeveuiicuiiiiieiieeieeeeee et 53
2.8. Tur khoa bi mat dén khoa cong khai dén dia chi — 2.8. From private key to public key

O QAAYESS ..ot 56
2.9. Sinh khéa bi mat phai ngu nhién: chuyén vi nio — 2.9. Private keys must be random:

the StOry Of DIAIN WALLELS ........cccueoeeieiiiiieeeeceeee e 59

2.10. Khoa cong khai 1am danh tinh, but danh, may tinh lugng tir va phép luat Viét Nam —
2.10. Public keys as identities, pseudonyms, quantum computers and Vietnamese law

.................................................................................................................................... 60
2.11. Tinh bang Python: s6 Sen Vang c6 chudi bam va chit ky — 2.11. Doing it in Python:
the Sen Vang ledger with a hash chain and Signatures................c.ccccceeecevevceeeceeennne. 62
2.12. Bai tap van dung co 101 giadi — Applied exercises with SOIUtiOns....................cc....... 66
2.13. Cau héi tu luan va dan y trd 101 — Essay questions and answer outlines .................. 68
2.14. Cau hoi tric nghiém — Multiple-choice GUESTIONS...............cveeeeeeeeeeeeeeeeeeeeeeeeeeeeeen. 70
Chuwong 3. Giao dich va so cai phan tan — Chapter 3. Transactions and the distributed
LOAGOT a.nennnnnnnicnnnnnriiisssnnnricsssnnsiicsssssssicsssssssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssans 72
3.1. S6 cai phan tan va hai cach ghi sé — 3.1. The distributed ledger and two ways of
K@EDING Tl ..ottt ettt ettt et ettt e e aeeenaeenneas 72
3.2. CAu trac mot giao dich Bitcoin — 3.2. The structure of a Bitcoin transaction............ 75
3.3. Ngon ngit kich ban (Script): khoa va mé khoa — 3.3. The Script language: locking and
URLOCKING ..ottt ettt et e et e st e enteesabeenseeesseenneas 78
3.4. Phi giao dich va hang cho (mempool) — 3.4. Transaction fees and the waiting queue
(TEINPOOL).......oeeeenieeeeeee ettt ettt ettt e et e st e et e et esnbeesaeenseeseennes 80
3.5. Mang ngang hang: nut ddy du, nut nhe va dudng di cuia mot giao dich — 3.5. The peer-
to-peer network: full nodes, light nodes and the path of a transaction ..................... 84
3.6. Chu trac mot khdi — 3.6. The structure of @ BIOCk ..............oooeeeeeeeeeeeeeeeeeeeeeeeeeeen. 86
3.7. Xéac nhan: khi nao coi mot giao dich la chic chin — 3.7. Confirmations: when a
IranSACtion COUNLS AS JIMAL ...........ccovevcuiecuiiiiieiieeie ettt eeeas 90
3.8. Trinh kham pha khéi: doc mot giao dich bang mat — 3.8. The block explorer: reading
QA TPANSACLION DY @Y€ttt ettt et eabe e s e sseenneas 92
3.9. Néng cp giao thirc: soft fork va hard fork — 3.9. Protocol upgrades: soft fork and
PUATA JOTK ..ottt et ettt ettt et ae e nbeenneas 93
3.10. Lién hé Viét Nam: sd cai va giao dich trong dinh nghia cua luat — 3.10. Vietnam: the
ledger and transactions in the law's definitions ............cccccevveeeiieeceieiieniieneeeieenene. 95
3.11. Phan mém nat, kiéu kich ban diu ra va tang phi cho giao dich bi ket — 3./1. Node
software, output script types and raising the fee of a stuck transaction .................... 96
3.12. Tinh bang Python / Doing it in Python — 3.12. Doing it in Python ....................... 101
3.13. Bai tap van dung c6 101 gidi — Applied exercises with solutions............................. 106
3.14. Cau hoi ty luan va dan y tra 101 — Essay questions and answer outlines................ 108
3.15. Cau hoi tric nghiém — Multiple-Choice QUESIIONS. .............oeeeeeeeeeeeeeeeereereeseene. 110
Chuong 4. Pong thuén va khai thaic — Chapter 4. Consensus and mining .................. 112

4.1. Vi sao can dong thuan khi khong c6 trong tai — 4.1. Why agreement is needed when
TRETE IS 110 FEIOE@E. ...ttt ettt ettt e nbe e enes 112

Tai li€u nay duogc bién soan boi doi ngli ciia website: https://tailieuso.vin
Trang 2



Pé cuong Tién sb va cong nghé blockchain / Digital Currency and Blockchain

4.2, Déng thuan Nakamoto: chudi nhiéu cong nhat, khdi md coi, chia nhanh tam — 4.2.
Nakamoto consensus: the most-work chain, orphan blocks and temporary forks...115
4.3. Bang chimg cong viée: muc tiéu, d6 kho va s6 ding mot 1an (nonce) — 4.3. Proof of
work: target, difficulty and nonce (number used once) .............ccceccvevvencveicnennnnn. 117
4.4. Biéu chinh d6 kho mdi 2016 khdi — 4.4. Difficulty adjustment every 2,016 blocks.119
4.5. Phan thuong khdi, giam mot nira va tong cung — 4.5. Block reward, halving and total

SUPDIY .ot ettt ettt e et ettt eeaeesabeebeeenraens 121
4.6. Kinh té dao: stc bam, thu nhap ky vong va diém hoa vén — 4.6. Mining economics:
hash power, expected income and break-even ...................ccccccuevvueeceecieesceeninenannns 123
4.7. Bao chung va phan cimg dao — 4.7. Mining pools and mining hardware................ 125
4.8. Tan cong 51%, chi tiéu hai 1an va dao ich ky — 4.8. The 51% attack, double spending
ANA SIS MIRING.......cceoeiieiieeie ettt ettt et sate e e ssbeebeesaeaens 127
4.9. Bang ching ¢ phan, BFT cép phép va so sanh cac cach dong thuan — 4.9. Proof of
stake, permissioned BFT and a comparison of consensus methods......................... 130

4.10. Lién hé Viét Nam va vi tri viéc lam — 4.10. Links to Viet Nam and job roles........ 133
4.11. Sybil, che khuét va sé dung mot 1an mé rong — 4.11. Sybil, eclipse and the extra

FLOTICE ..ttt ettt et et et e a e et e he e et b et e sh e et e nae e et nareea 134
4.12. Tinh bang Python — 4.12. DOING it it PYLRON «.........ooeeeeeeeeeeeeeeeeeeeeeeseeeeeeee s 139
4.13. Bai tap van dung co 101 gidi — Applied exercises with solutions............................. 146
4.14. Cau héi tu luan va dan y trd 101 — Essay questions and answer outlines................ 148
4.15. Cau hoi tric nghiém — Multiple-choice GUESTIONS...............cveoeeeeeeeeeeseereeeeeeereerees 150

Chuwong 5. Vi, luvu ky va an toan tai sin s6 — Chapter 5. Wallets, custody and keeping

AIGTLAL ASSOLS SASC auuennnennvviossnnnviiosssnniicssssnnricsssssnsiesssssssssssssssssssssssssssssssssssssssssssssssssss 152
5.1. Vi la gi: vi khong chtra tién, vi giit khéa — 5.1. What a wallet is: it holds keys, not

COTMS ettt ettt e h et a e et e ht e et e bt et e sat e et e naeeebeenateea 152

5.2. Vinong, vi lanh, vi phan cting va vi gidy — 5.2. Hot, cold, hardware and paper

5.3. Cum tir khoi phuc va hat giébng — 5.3. The recovery phrase and the seed................. 157
5.4. Vi phan cép xac dinh, duong dan dan xuét va cach tao vi — 5.4. Hierarchical
deterministic wallets, derivation paths and creating a wallet ..................ccccoueu.... 160
5.5. Vi da chit ky va chia bi mat — 5.5. Multi-signature wallets and secret sharing ....... 163
5.6. Ty luu ky, luu ky qua td chirc va san giao dich tap trung — 5.6. Self-custody, custody
through an institution and centralised exChaNges................cccccevevceeecieiieencenanneannn, 167

5.7. Bang chimg du trir bang cay Merkle — 5.7. Proof of reserves with a Merkle tree ...169
5.8. Cac kiéu mat tai san va cach phong — 5.8. How assets get lost, and how to prevent it

.................................................................................................................................. 172
5.9. An danh va riéng tu: but danh khong phai an danh — 5.9. Anonymity and privacy: a
PSEUAONYIN TS NOT AHONYIMIILY ...ooeneeeeeeeiieeiieeieeeiieeieeseeeteesateeatesaseeseesaaeenseesnseenseas 174
5.10. Lién h¢ Vi¢t Nam: luu ky, tai khodan va dich vu tai san ma héa — 5.10. Vietnam:
custody, accounts and CryptO-ASSEt SCFVICES .........c..ecvuereueeseeereeieesreenieesiaeesseesaeans 177
5.11. Vi chi xem, giao dich ky mot phﬁn, vi nhe va riéng tu nang cao — 5.11. Watch-only
wallets, partially signed transactions, light wallets and advanced privacy............. 179
5.12. Tinh bang Python / Doing it in Python — 5.12. Doing it in Python ....................... 185
5.13. Bai tap van dung c6 101 gidi — Applied exercises with solutions............................. 188

Tai li€u nay duogc bién soan boi doi ngli ciia website: https://tailieuso.vin
Trang 3



Pé cuong Tién sb va cong nghé blockchain / Digital Currency and Blockchain

5.14. Cau hoi ty luan va dan y tra 101 — Essay questions and answer outlines ................ 191
5.15. Cau hoi tric nghiém — Multiple-choice qUESLIONS. ..............cooeeeeeeeeeeeeerereereeee. 192
Chuong 6. Ethereum, hop dong thong minh va token — Chapter 6. Ethereum, smart
CONITACES AN LOKEIS «uuuuenneeeenneenisnneiisneeissneressnnnessssnisssssecssssessssssssssssssssssssssssssssssasssnns 195
6.1. Blockchain nhu mot nén tang va cac dong tién ma héa khac Bitcoin — 6.1. Blockchain
as a platform, and crypto coins other than BitCOIN.............ccccceevueevvevienceeeiienennn, 195
6.2. Ethereum va mo hinh tai khoan — 6.2. Ethereum and the account model ................ 198
6.3. Hop ddng thong minh va may 4o Ethereum — 6.3. Smart contracts and the Ethereum
VIPtUGL MACHINE. ..ottt 202
6.4. Gas va phi giao dich — 6.4. Gas and transaction fees...............cccoeeeecuvesceeeceranneennn. 205
6.5. Token theo chuan: ERC-20 va ERC-721 — 6.5. Standard tokens: ERC-20 and ERC-
T21 ettt ettt ettt st beeates 208
6.6. Oracle: dua dit liéu ngoai chudi vao hop déng — 6.6. Oracles: bringing off-chain data
ITIEO COMEPACES . ettt ettt et st e et e st e e s abte e sabteesabeeesaseeenanes 211

6.7. M6 rong quy md: bd ba bit kha, kénh thanh toan va rollup — 6.7. Scaling: the

trilemma, payment channels and rollups .................cccocceeeievoieecieniieeiieiieeeeeeen, 213
6.8. Ldi hop dong thong minh, The DAO va 16 hong goi lai — 6.8. Smart contract flaws,
The DAQO ANA FEENIFANCY ......c.eeeeeeeieeiieeieeieeeie et eee et ete et eae et eseaeeseessseesees 216
6.9. Lién hé Viét Nam: token va hop dong thong minh nhin tir phap ludt — 6.9. The
Vietnamese angle: tokens and smart contracts in law ...............ccccccevcveeeeecneenneene. 220
6.10. Bitcoin 1am nén tang, altcoin cu thé va hop dong khéa bam — 6.10. Bitcoin as a
platform, specific altcoins and hash time-locked contracts ..............ccccceeeeeeueane.. 222
6.11. Tinh bang Python — 6.11. DOIng it in PYtRON ..........ooeeeeeeeeeeeeeeeereeeeeeeeeseeee s, 228
6.12. Bai tap van dung co6 101 gidi — Applied exercises with solutions............................. 232
6.13. Cau hoi ty luan va dan y tra 101 — Essay questions and answer outlines................ 234
6.14. Cau hoi tric nghiém — Multiple-choice QUESIIONS. .............ooeeeeeeeeeeeeeeeeseeeeeeeene. 236
Chuwong 7. Tai chinh phi tip trung, dong 6n dinh va token héa tai sin — Chapter 7.
Decentralised finance, stablecoins and asset tOKENISALION .........cueeeeeeeevennnveecssnnsnnes 238
7.1. Tai chinh phi tap trung la gi — 7.1. What decentralised finance is ........................... 238
7.2. San phi tap trung va nha tao lap thi truong tu dong — 7.2. Decentralised exchanges
and automated MATKet MAKEFS ..............cccvceeviiiiiiiiiiiienieieeeee e 241

7.3. Nha cung cép thanh khoan: phi va ton that tam thoi — 7.3. Liquidity providers: fees

AN TMPETIANEAL LOSS......c.eeeiiieiieieeeie ettt ettt et ste b e seaeesaesaneens 244
7.4. Cho vay thé chap phi tap trung — 7.4. Decentralised collateralised lending............ 246
7.5. Pong 6n dinh va sy sup d6 cua Terra/Luna — 7.5. Stablecoins and the collapse of

TEFFA/LUNQ ...ttt sttt ettt 249
7.6. Loi suit khai thac thanh khoan: APR va APY — 7.6. Liquidity mining yield: APR and

APY et b bbbt be e 253
7.7. Token hoa tai san thuc — 7.7. Tokenising real-world assets ................cccccceecuvenuenne. 254

7.8. Tb chtre ty tri phi tap trung va NFT — 7.8. Decentralised autonomous organisations
ANA INFTS ..ottt ettt et sttt st 257

7.9. Rui ro cua DeFi va cach tu bdo vé — 7.9. DeFi risks and how to protect yourself...258

Tai li€u nay duogc bién soan boi doi ngli ciia website: https://tailieuso.vin
Trang 4



Pé cuong Tién sb va cong nghé blockchain / Digital Currency and Blockchain

7.10. Lién h¢ Vi¢t Nam: quy dinh v tai san ma hoa va token héa — 7.10. Vietnam: rules

ON Crypto-assets And tOKENISALION ..............cccccueevieecuienieeiiesee et 261
7.11. Tinh bang Python — 7.11. DOing it in PYtRON .......coeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeeeeean. 263
7.12. Bai tap van dung co 101 gidi — Applied exercises with solutions............................. 269
7.13. Cau hoi ty luan va dan y trd 101 — Essay questions and answer outlines................ 271
7.14. Cau hoi tric nghiém — Multiple-choice QUESIIONS. .............coceeeeeeeeeseeeeeeereeeeseeeae. 273
Chuong 8. Ung dung blockchain trong tai chinh va kinh té — Chapter 8. Blockchain
applications in finance and the ECONOMY ........uuueeeossunsricssssnriiossssssrossssssssssssssssssssans 275
8.1. Khi nao nén va khong nén dung blockchain — 8.1. When to use a blockchain, and
WHEH FOE 10 ..ttt ettt ettt ettt 275
8.2. Blockchain cong khai, riéng va lién minh — 8.2. Public, private and consortium
DIOCKCRQINS ...ttt et st 278
8.3. Thanh toan va chuyén tién xuyén bién giéi — 8.3. Payments and cross-border
EPQISTOES ..ttt ettt et s e et e et e et e e st e e bt e ssbeenseeesbeensaeenseenseennes 281
8.4. Tién s cua ngén hang trung wong (CBDC) — 8.4. Central bank digital currency
(CBDC) ..ottt ettt ettt ettt 284
8.5. Truy xuét ngudn gbc chudi cung ing — 8.5. Supply chain traceability .................... 287
8.6. Tai trg thwong mai va thu tin dung s6 — 8.6. Trade finance and digital letters of credit
.................................................................................................................................. 290
8.7. Pinh danh s6 va ching chi sb — 8.7. Digital identity and digital credentials .......... 292
8.8. Bao hiém tham sd va thi trudng vén — 8.8. Parametric insurance and capital markets
.................................................................................................................................. 294
8.9. Thach thirc trién khai va lién hé Viét Nam — 8.9. Implementation challenges and the
VICtNAMESE COMIOXT ...ttt 296
8.10. Tinh bang Python — 8.10. DOing it in PYtRON ...........coveeeeeeeeeeeeeeeeeeeeeeeeeeeeeseean. 299
8.11. Bai tap van dung c6 101 gidi — Applied exercises with solutions............................. 304
8.12. Cau hoi ty luan va dan y tra 101 — Essay questions and answer outlines ................ 307
8.13. Cau hoi tric nghiém — Multiple-choice qUESLIONS. ..............cooeeeeeeeeeeeeeereeeereeee. 309
Chuong 9. Pau tw, dinh gia va rii ro tai sin mi héa — Chapter 9. Investing in crypto-
asSets: VAlUALION ANA FISK .....nnnaeonnneeonnneenisnneiissnerissneesssanecsssnecssssessssssssssssssssssesssssenes 311
9.1. Pau tu, dau co hay danh bac: goi diing tén viéc minh dang 1am — 9.1. Investing,
speculating or gambling: naming what you are really doing ...................cccceueeuee.. 311
9.2. Loi suat, do bién dong, sut giam tbi da va tuong quan — 9.2. Return, volatility,
maximum drawdown and COTFrelation ...............ccccoccuevevceevenceeneeiienieneeeseeeeeees 314
9.3. Gia tri rai ro (VaR) lich su: mét ngay xAu ¢ thé mat bao nhiéu — 9.3. Historical value
at risk (VaR): how much a bad day camn COSt..............ccoocveveeeecieiieiiieiieaiieeieeneens 317
9.4. Cac céach "dinh gid" tai san ma hoa va vi sao chiing khong du bao dugc gia — 9.4.
Ways of "valuing"” a crypto-asset, and why they cannot forecast price.................... 320

9.5. Ty trong nho, mua déu dinh ky va tai cAn bang — 9.5. Small weights, regular buying
ANA FEDALANCING ...ttt st e e e e baesaaaens 323

9.6. Quy ETF tai sdn ma hoa & nudc ngoai — 9.6. Crypto-asset exchange traded funds
ADFOAU. ...ttt 325

Tai li€u nay duogc bién soan boi doi ngli ciia website: https://tailieuso.vin
Trang 5



Pé cuong Tién sb va cong nghé blockchain / Digital Currency and Blockchain

9.7. Sau loai rti ro va cac su ¢d dd xay ra — 9.7. Six kinds of risk and incidents that have

PUAPPENEU ...ttt et et et naaaen 327
9.8. Lura ddo: nhan ra va tinh dugc vi sao ching sup — 9.8. Scams: how to recognise them
and calculate Why they COIIAPSE..............c.occueeceeeiiiaiieeiieiieee e 328
9.9. Tam ly nha dau tu: nhitng thién 1éch 1am minh mat tién — 9.9. Investor psychology:
the biases that COSt YOU TONEY .........ccueecueeeiieiiieiieeiiesite e siee et iee e aee e aee e 332
9.10. Quy tic tu bao vé va quy dinh tai Viét Nam — 9.10. Rules for protecting yourself and
the FULES T VICIAM...........cc.cocuiiiiiiiiiiiieeieee ettt 333
9.11. Tinh bang Python / Doing it in Python — 9.11. Doing it in Python ........................ 336
9.12. Bai tap van dung co 101 gidi — Applied exercises with solutions............................. 342
9.13. Cau hoi ty luan va dan y tra 101 — Essay questions and answer outlines................ 344
9.14. Cau hoi tric nghiém — Multiple-choice QUESIIONS. .............coeeeeeeeeeeeeeeeereeeereene. 346
Chuong 10. Phap luit, quan 1y nha nuéc va dao dicc nghé nghiép — Chapter 10. Law,
regulation and profesSSiONAl @LHICS .........euueeeeosunnvriosssnsricssssssrissssssssssssssssssssssssssssaes 349
10.1. Vi sao nha nudc quan 1y tai san ma hdéa — 10.1. Why the State regulates crypto-assets
.................................................................................................................................. 349
10.2. Ba cach tiép cin trén thé gidi: cAm, thir nghiém, cap phép — 10.2. Three approaches
around the world: ban, pilot, [iCENCE ...............ccoecuieiceeiiiieiieeiieeeeeie e 351

10.3. FATF, noi cung cap dich vu tai san 4o va quy tic chuyén thong tin — 10.3. FATF,
virtual asset service providers and the travel rule.................cccoovvveveviienceeiinennnnn. 353

10.4. Viét Nam: tai san sd, tai san 4o va tai san ma hoa trong Luat Cong nghiép cong nghé
s& — 10.4. Vietnam: digital assets, virtual assets and crypto-assets in the Law on the

Digital Technology INAUSITY........c..cccveviieciieiieeiieeie ettt 356
10.5. Nghi quyét 05/2025/NQ-CP: thi diém thi truong tai san ma héa — 10.5. Resolution
05/2025/NQ-CP: the crypto-asset market pilot ..............cccoceveeeveeeceenieeecieneeaneenn. 357
10.6. X1 phat vi pham hanh chinh theo Nghi dinh 284/2026/NDB-CP — 10.6.
Administrative penalties under Decree 284/2026/ND-CP............ccccoeevevveeecvenneanne. 362
10.7. Tai sdn ma hoa va phuong tién thanh toan hop phdp — 10.7. Crypto-assets and lawful
TNEANS Of DAYIMENL ...ttt ettt ate e te e s taeebeessteeseesaseenseesnseeseesnsaens 364
10.8. Phong, chdng rira tién: KYC, giao dich dang ngo va béo cdo — 10.8. Anti-money
laundering: KYC, suspicious transactions and reporting ...............ccecceeeveeeeeeeneeenns. 366
10.9. Thué, quyén lgi va cach tu bao vé cta nha dau tw — 10.9. Tax, investor rights and
SCU-PIFOLECIION ...ttt ettt ettt e et eeabeenaeesnseeseesnseens 369
10.10. Pao dirc nghé nghiép va 16 trinh nghé trong linh vuc blockchain — 70.10.
Professional ethics and career paths in blockcha@in..................cccccoevvuevcveneeeenanne.. 371
10.11. Tinh bang Python / Doing it in Python — 10.11. Doing it in Python .................... 374
10.12. Bai tap van dung c6 101 gidi — Applied exercises with solutions........................... 379
10.13. Cau hoi ty luan va dan y tra 101 — Essay questions and answer outlines .............. 382
10.14. Cau hoi tric nghiém — Multiple-Choice QUESIIONS...............cocoeeeeeeeeeeereereeeeees 383
Phu luc A. P4p an ciu héi trac nghiém — Appendix A. ANSWEr Key.....cuereverrerersresens 386
Phu luc B. Cong thirc — Appendix B. FOPMUIAS ......uuueeeeeneronereriossaneossnsosssssessssssssssssosnes 391
Phu luc C. Thuat ngir Viét — Anh — Appendix C. Vietnamese—English glossary ......... 398

Tai li€u nay duogc bién soan boi doi ngli ciia website: https://tailieuso.vin
Trang 6



Pé cuong Tién sb va cong nghé blockchain / Digital Currency and Blockchain

Phu luc D. Van ban phap luit dung trong sach — Appendix D. Legislation used in this

DOOK oaanenaaaannenanneaeranneeennannes cevenneeceese 406

Phu luc E. Tai liéu tham khido — Appendix E. References........ R {1 1]

Tai liéu nay dugc bién soan boi ddi ngli ciia website: https://tailicuso.vin
Trang 7



DPé cuong Tién sé va cong nghé blockchain / Digital Currency and Blockchain

Chuong 1. Tién, tién so va tai sin ma hoa: tong quan — Chapter 1.

Money, digital money and crypto-assets: an overview

Muc tiéu chwong — Chapter objectives

* N6i duge tién 1a gi, lam ba viéc nao, va da di qua nhiing dang nao tr hang hoa dén thé
va vi trén dién thoai.

Say what money is, which three jobs it does, and which forms it has taken from commodities
to cards and phone wallets.

« Phan biét tién giri ngan hang, vi dién tr, tién s6 cta ngan hang trung uong va tién ma
hoa theo ba cau hoi: ai phat hanh, ai gitr s0, c6 dugc bao ddm khong.

Tell bank deposits, e-wallets, central bank digital currency and cryptocurrency apart by
three questions: who issues, who keeps the ledger, is it guaranteed.

« Giai thich chi tiéu hai lan, cach ngan hang chin né bang s6 trung tdm, va vi sao chudi
khoi ra doi; doc duge so d6 mot giao dich di qua mang.

Explain double spending, how a bank stops it with a central ledger and why the blockchain
appeared; read the diagram of a transaction crossing the network.

. Xép mot token vao dung loai va n6i dugc khai niém tai san sO, tai san 4o, tai san ma
hoa trong phap luat Viét Nam, ké ca viéc chung khong phai phuong tién thanh toan.
Place a token in the right kind and state the Vietnamese legal concepts of digital, virtual and
crypto-assets, including that they are not a means of payment.

* Pdi satoshi, wei, gwei; tinh loi suat, d6 bién dong va sut giam tdi da cua mot chudi
gia, so voi gui tiet ki€m; ké tén céc vi tri viéc lam trong linh vuec.

Convert satoshi, wei and gwei; compute the return, volatility and maximum drawdown of a
price series against a savings deposit; name the jobs in the field.

1.1. Tién la gi va da di qua nhirng bwdéc nao — 1.1. What money is and the steps it

has taken

Hay nhé lai 1an ban ddi vé xem phim lay mot ly tra sita v6i ban cung 16p. Muén duoc,
ban phai gip dung ngudi dang thira vé va dang thém tra sita. Cach d6i hang 1ay hang nhu
thé hiém khi tring nhu cau. Tién ra doi dé g& nut that do: ai ciing nhan nd, nén ban ban
thir minh c6 cho ngudi can, rdi dung tién mua thir minh can & nguoi khac.

Think of the time you swapped a cinema ticket for a bubble tea with a classmate. It only worked
because you met someone with a spare ticket who also wanted tea. Barter rarely lines up like
that. Money exists to untie that knot: everyone accepts it, so you sell what you have to the person
who needs it, then spend the money on what you need from somebody else.

Mon Tai chinh — Tién té thuong néu tir ba dén bdn chirc ning cua tién. O day gom lai ba
chtic ning, vi ching di dé so sanh tién that voi tién ma hoéa. Pon vi tinh toan (unit of
account) 1a thuéc do chung: ly ca phé 35.000 déng, banh mi 20.000 dong, ai nhin ciing so
dugc. Phwong tién trao ddi (medium of exchange) 1a thir ban dwa cho nguoi ban dé
nhan hang ngay, khong can ho can dang thir ban c6. Cat trir gia tri (store of value) 14 giir
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dugc sirc mua tir hom nay sang thang sau: tién dé trong vi hém nay van mua dugc gin
nhu cii vao tuan toi.

The Finance and Money course usually lists three or four functions of money. Here they are
grouped into three, enough to compare real money with crypto-assets. A unit of account is the
common yardstick: coffee at 35,000 dong, a bread roll at 20,000 dong, and anyone can compare
them. A medium of exchange is what you hand to a seller for goods on the spot, with no need for
the seller to want what you own. A store of value keeps its purchasing power from today into
next month: money in your wallet today still buys roughly the same next week.

Chirc nang Cau hoi dé ty kiém Vidu Tién mi héa lam dwgc chua

Function Test question Example How crypto-assets fare

Moi gia trong quan c6

Pon vi tinh T3 R : It khi: gid hang van niém yét
i ghi bang mot don vi , Cy A 3 X
toan . Bang gia bang dong bang dong
o khong? s . .
Unit of o A price list in dong Seldom: shop prices are still
Is every price in the shop .
account posted in dong

quoted in one unit?

Nguoi ban c6 nhan Tai Viét Nam khong phai

Phuong tién . RSSO Dua 50.000 don A ,
;g i khong, khong can hoi 2 o & phuong tién thanh toan hop
trao doi thém? mua do an hap (muc 1.6)
Medium of ? ’ ) Handing over 50,000 p aP ue k. i
Will a seller accept it ' In Vietnam not a lawful means of
exchange . . . dong for a meal .
without asking questions? payment (section 1.6)
Sau 3 thang con mua Tién giri tiét kiém  Gia dao dong manh nén khoé
Cét trit gia tri  dugc ngan 4y khong? co lai cat trit 6n dinh (muc 1.9)
Store of value  After three months does it An interest-bearing Prices swing widely, so storing
still buy as much? savings deposit value is unsteady (section 1.9)

Bang trén chi tom lai. Piém cin nhd: mot thir chi duogc goi 1a tién khi lam duge ca ba
viéc trong doi séng that, khong phai khi cé cai tén nghe gidng tién.

The table only summarises. The point to remember: something counts as money when it does all
three jobs in real life, not when it merely has a money-like name.

Nim bude tién ciia tién — Five steps in the history of money

Tién di qua ndm dang. Hang héa: gao, mudi, vo b¢ duogc dung lam vat trung gian; kho
chia nhé va dé hong. Kim loai: vang, bac, déng duc thanh déng; bén, chia duoc, nhung
ning va phai can, phai thir that gia. Gidy: nha nudc phat hanh gidy nhe, dé mang, nhung
gidy bi 1am gia duoc va mét 1a mat. Ghi s6 ngan hang: tién ndm thanh sb du trong so,
chuyén tién chi 1a stra hai dong. Pién tir: thé, vi, md QR cho phép sira hai dong d6 bang
vai cham trén dién thoai.

Money has passed through five forms. Commoaodities: rice, salt and shells serve as go-betweens,
but they are hard to divide and spoil. Metal: gold, silver and copper struck into coins are
durable and divisible, yet heavy and must be weighed and tested. Paper: the state issues light
paper that is easy to carry, but it can be forged and a lost note is gone. Bank ledger: money sits

as a balance in a book, and a transfer is just editing two lines. Electronic: cards, wallets and QR
codes let you make that two-line edit with a few taps on a phone.
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Hang héa Kim loai Gidy Ghi sb Pién tir
. a 9 N a ’ '3 9
gao, muoi, vang, bac, tién do nha nude s0 du trong s6 thé, Vl", ma QR
V6 ¢ dong dic phat hanh cua ngén hang trén dién thoai
Con vuéng Con vuéng Con vuéng Con vuéng Con vuéng
kho chia, ndng, phai dé Jam gia, can mot bén van gﬁn bén
dé hong can va thir mat 1a hét gitr s6 chung gitt s6 chung

Hinh 1.1. Hinh 1.1. Ndm hop xanh di tir trai sang phai 1a ndm dang cta tién; hop cam bén dudi
n6i mdi dang con vudng gi. Hai dang bén phai déu cin mét bén giit s6 chung.
Figure 1.1. Figure 1.1. The five blue boxes from left to right are the five forms of money; the orange box
under each says what still gets in the way. Both right-hand forms need a common ledger keeper.

Hai dang cubi giong nhau & mot diém: tién thuc chat 1a mot dong s6 trong s6 cua ai do.
Dé thay rd, hiy theo mot 1énh chuyén khoan.

The last two forms share one feature: money is really a line of numbers in somebody's ledger. To
see it clearly, follow one bank transfer.

Vi du 1am miu: Ha My chuyén 200.000 dong cho anh Quin — Worked example: Ha My
transfers 200,000 dong to Quan

Dir kién: s6 du cua Ha My 1a 1.500.000 dong, ctia anh Quén 1a 800.000 dong, ca hai mo
tai khodn ¢ cuing mot ngan hang.

Data: Ha My's balance is 1,500,000 dong and Quan's is 800,000 dong, both held at the same
bank.

1. Hd My mé mg dung ngan hang, nhap sd tai khoan cta anh Quan va s6 tién 200.000
ddng, roi xac nhan bang ma mot lan.
Ha My opens the banking app, enters Quan's account number and 200,000 dong, then
confirms with a one-time code.
2. Ngén hang mé s, kiém sé du cia Ha My: 1.500.000 > 200.000, du tién.
The bank opens its ledger and checks Ha My's balance: 1,500,000 > 200,000, enough.
3. Ngan hang trir & dong ctia Ha My: 1.500.000 — 200.000 = 1.300.000 ddng.
The bank deducts on Ha My's line: 1,500,000 — 200,000 = 1,300,000 dong.
4. Ngan hang cong & dong ciia anh Quan: 800.000 + 200.000 = 1.000.000 dong.
The bank adds on Quan's line: 800,000 + 200,000 = 1,000,000 dong.
Nghia 14 khong c6 to tién ndao di dau ca: ngan hang chi stra hai dong, tong hai sé du van
14 2.300.000 dong. Ca ngan hang 1an hai ban déu tin vao cudn s6 do.
So no banknote went anywhere: the bank simply edited two lines, and the two balances still total
2,300,000 dong. The bank and both friends trust that ledger.
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1.2. Bon thir dé nham véi nhau: tién giri, vi di€én tir, tién so cia ngan hang
trung wong, tién ma hoa — 1.2. Four things easily confused: deposits, e-wallets, central

bank digital currency, cryptocurrency

Ban nghe ngudi ta néi "tién s6" cho ca bon thir sau, nhung ching khac nhau ¢ ba cau hoi:
ai phat hanh, ai giir s0, va néu c6 chuyén thi ai ding ra bao dam. Hay di 1an luot.
People say "digital money" for all four of the following, yet they differ on three questions: who

issues it, who keeps the ledger, and who stands behind it if something goes wrong. Take them
one at a time.

Tién giri ngan hang (bank deposit) 1a sé du trong tai khoan ctia ban. Ngan hang thuong
mai gitr s6. S6 du 13 quyén cta ban doi tién ¢ ngan hang, tinh bang dong. Vi dién tir (e-
wallet) 1a tai khoan trén tng dung cta to chirc cung ung vi. Ho giit s6, don vi van la
ddng, va viéc quan 1y theo quy dinh vé dich vu thanh toan. Tién s ciia ngin hang trung
wong (central bank digital currency, CBDC) 14 tién phap dinh ¢ dang s6 do chinh ngén
hang trung wong phat hanh, giéng nhu to tién gidy duoc chuyén sang dang dit liéu. Tién
ma hoda (cryptocurrency) la don vi gia tri chay trén mot mang may tinh; khong c6 ngan
hang nao gitr s6, ma nhiéu may cing giir va cung kiém.

A bank deposit is the balance in your account. A commercial bank keeps the ledger. The balance
is your claim on the bank, counted in dong. An e-wallet is an account in the app of a wallet
provider. The provider keeps the ledger, the unit is still the dong, and the rules on payment
services apply. Central bank digital currency (CBDC) is legal tender in digital form issued by
the central bank itself, like a banknote turned into data. A cryptocurrency is a unit of value
running on a computer network;, no bank keeps the ledger, instead many machines keep it and
check it together.

Ai phit hanh Ai giir 50 Pugc bio dim khong
Who issues Who keeps the ledger Is it guaranteed
Ngan hang thuong mai Co6: ngan hang c6 nghia vu
Tidn gii ta‘o ra s6 du; don vi 1a o . trd, chiu gidm sat cua ngan
ngan hang dong Ngén hang thwvong mai ~ hang trung uong
. The commercial bank The commercial bank Yes: the bank must repay and
Bank deposit ) ]
creates the balance; the is supervised by the central
unit is the dong bank
Theo nghia vu hoan tra cuia
T4 chirc cung mg vi; t6 chirc cung Gmg va quy
Vi dién tir donvila déng Tb chirc cung Ung vi dinh quan ly
E-wallet The wallet provider, the The wallet provider Through the provider's duty to
unit is the dong repay and the rules governing

it
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Loai Ai phit hanh Ai giir 50 Pugc bio dim khong

Kind Who issues Who keeps the ledger Is it guaranteed

Tién s6 ngan A1
8 Ngan hang trung vong,

hang trun o1s ~ , R
8 8 hodc cung ngan hang Co: 1a nghia vu ctia ngan
uong A1 . )
CBDC Ngén hang trung wong  thwong mai (Chuong 8)  hang trung wong
( ) The central bank The central bank, or Yes: an obligation of the
Central bank . .
diital together with commercial  central bank
igHa banks (Chapter 8)
currency
Khong c6 bén duy nhat;
uy tic phat hanh nim Mang nhiéu may (nut . e aa g
e, quy Fi 8 . o g_~ ) e Khong c¢6 ai bao dam gia tri
Tién ma héa  trong phan mém cta cung giilt ban sao hav hoan fidn
Cryptocurrenc  mang A network of many Y
: : Nobody guarantees the value
y No single party; the machines (nodes) each :
) or refunds
issuance rules sit in the holding a copy '

network's software

Cot cudi ciia bang 1a chd khac nhau 16n nhat cho ngudi ding. Néu ban gd nham so tai
khoan ngan hang, ban con c6 ngan hang dé nho truy soat. V4i tién ma hoa, giri nham
thuong 1a mat, vi khong c6 bén nao dung giita (Chuong 5).

The last column is where users feel the biggest difference. If you mistype a bank account number,

you still have a bank to ask for a trace. With cryptocurrency a wrong address usually means a
lost sum, since no one stands in the middle (Chapter 5).

Mot cach nhd: vi dién tir va CBDC van 1a "dong", chi khac duong di; tién ma héa 1a mot
don vi khac han, c6 sb riéng va gia riéng. Vi clia tién ma hoa ciing khéc tén goi: n6 khong
chtra tién, no giit chia khoa md quyén dung tai san trén s6 chung (Chuong 5).

A way to remember: e-wallets and CBDC are still "dong", only the route differs; a
cryptocurrency is another unit altogether, with its own ledger and its own price. A crypto wallet

also differs in name: it holds no coins, it holds the keys to your claim on the shared ledger
(Chapter 5).

LOI HAY GAP / COMMON MISTAKE — Coi s6 du vi dién tir 1 tién ma héa vi ciing
"ndm trong dién thoai". Hai thir khac nhau ¢ ngudi phat hanh va ngudi giit s6. Hay hoi ba
cAu: ai phat hanh, ai giir 6, ai bao dam.

Treating an e-wallet balance as a cryptocurrency because both "live in the phone". They differ in
issuer and ledger keeper. Ask the three questions: who issues, who keeps the ledger, who guarantees.

1.3. Chi tiéu hai lin va nhirng thir nghiém trwéc Bitcoin — 1.3. Double spending

and the experiments before Bitcoin

Mot to tién gidy di dua cho ngudi nay thi khong con trong tay ban. Nhung néu tién chi la
dir liéu, ban c6 thé sao chép tép rdi giri ban sao cho ngudi khac. Viée dung cing mot
khoan tién sb cho hai giao dich goi 1a chi tiéu hai lan (double spending). Néu khong
chin dugc, tién sb vo gia tri, vi ai cling ty in thém bé‘mg cach chép.
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A banknote handed to one person is no longer in your hand. But if money is just data, you can
copy the file and send the copy to somebody else. Using the same digital money in two
transactions is called double spending. If it cannot be stopped, digital money is worthless, since
anyone could print more by copying.

Ngéan hang giai bai toan ndy bang mot s6 trung tim. Moi 1énh chuyén déu di qua so; s6
kiém s6 du rdi trir ngay trude khi cho 1énh ké tiép chay.

Banks solve it with one central ledger. Every transfer passes through that ledger, which checks
the balance and deducts at once before the next order runs.

Vi du 1am mau: hai Iénh ciing chi 500.000 ddng — Worked example: two orders spending
the same 500,000 dong

Dir kién: Ha My c6 500.000 ddng trong sb. Ctung mdt phit, ¢o gui hai 1énh: 1énh 1 tra anh
Quan 500.000 dong, 1énh 2 tra Cong ty Lam Vién 500.000 dong.

Data: Ha My has 500,000 dong in the ledger. In the same minute she sends two orders: order 1
pays Quan 500,000 dong, order 2 pays Lam Vien Company 500,000 dong.

1. S6 nhén hai 1énh va xép thanh hang, 1énh 1 dtng trude.
The ledger receives both orders and queues them, order 1 first.

2. Véi Iénh 1: 86 du 500.000 > 500.000, du. S trir vé 0 va cong 500.000 cho anh Quan.
For order 1: balance 500,000 > 500,000, enough. The ledger deducts down to 0 and credits
Quan 500,000.

3. Véi lénh 2: s6 du lac nay 14 0 < 500.000, khong du. S6 tir chéi.

For order 2: the balance is now 0 < 500,000, not enough. The ledger rejects it.
Nghia 12 Cong ty Lam Vién khong nhan duoc tién va biét ngay 1énh bi tir chdi, vi chi co
mét cubn sd quyét dinh thu tu.
So Lam Vien Company receives nothing and learns at once that the order failed, because a
single ledger settles the order of events.

C6 s6 trung tim Khéng ¢6 s6 chung
S6 ciia ngin hang Tép tién sb
Ha My: 500.000 Ha My: 500.000

Lénh 1: chf)p nhan
Lénh 1,2 Lénh 2: tir chéi
Bansao 1 Bansao 2

S6 du da ve 0 Khéng ai biét tép da tiéu

Ha My Quén Lam Vién
Quén Lam Vién
500.000 nhén nhan

Hinh 1.2. Hinh 1.2. Bén trai: mot sd trung tdm nhan hai 1énh, chép nhén lénh 1 va tir chdi 1énh 2.
Bén phai: tién chi 1 tép, hai ban sao déu téi tay ngudi nhan vi khong co s chung.
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Figure 1.2. Figure 1.2. Left: one central ledger takes two orders, accepts order 1 and rejects order 2.
Right: money is just a file, and both copies reach their recipients because there is no common ledger.

Céch nay chay tdt, nhung cd hé théng twa vao mot bén. SH ngung chay thi cd mang
ngung. Nguoi gilr sb stra nham, hodc bi tin cong, thi moi ngudi cung chiu. Cau hoi cua
Bitcoin (déng tién ma hoa dau tién, muc 1.4) la: co thé chan chi tiéu hai 14n ma khong
can mot ngudi giir s6 chung khong?

This works well, but the whole system leans on one party. If the ledger stops, the whole network
stops. If the keeper errs or is attacked, everybody suffers. The question behind Bitcoin (the first

cryptocurrency, section 1.4) is: can double spending be stopped without a single common ledger
keeper?

Céc thir nghiém trwéc Bitcoin — Experiments before Bitcoin

Trudc Bitcoin di c6 nhiéu lan thir. Mi 1an giai mot nira bai toan va vudng & nira con lai.
Bang sau chi néu ¥ chinh; ban khong cin nhé ngay thang.

Many attempts came before Bitcoin. Each solved half the problem and stuck on the other half.
The table gives only the main idea, you do not need to remember dates.

Tén

Name

DigiCash (eCash)
cua David Chaum
David Chaum's
DigiCash (eCash)

e-gold
e-gold

b-money cia Wei
Dai
Wei Dai's b-money

Bit Gold cua Nick
Szabo

Nick Szabo's Bit
Gold

Hashcash cua
Adam Back
Adam Back's
Hashcash

Y chinh
Main idea

Tién s giit riéng tu cho nguoi ding;
cong ty giit s6 dé phat hién chi tiéu
hai lan

Digital cash that kept users' privacy; the
company kept the ledger to catch double
spending

Tién sb c6 vang trong kho lam ddi
g, mot cong ty phat hanh va gitr s6
Digital money backed by gold in a vault,
with one firm issuing and keeping the
ledger

Pé xuit nhidu ngudi cung gt s6
A proposal for many people to keep the
ledger together

Pé xuit dung bai toan tinh toan tén
cong dé tao ra "vang so"

A proposal to use costly computing
puzzles to create "digital gold"

Nguoi gui phai gidi mot bai toan tinh
toan ton cong, dung dé chdng thu rac
Senders must solve a costly computing
puzzle, used against spam

Con vuéng & dau
Where it stuck

Khoé thuyét phyc cira hang va
ngan hang chap nhan; cong ty
that bai

Hard to persuade shops and banks
to accept it; the company failed

Moi thtr nim & mot cong ty, nén
nguoi dung phai tin cong ty
Everything sat with one firm, so
users had to trust it

Dimng & y tuong, chua ¢ cach dé
moi nguoi cing ddng ¥ chay that
1t stayed an idea, with no working
way for everyone to agree

Dung ¢ y tudng, chua thanh hé¢
thong hoan chinh

1t stayed an idea and never became
a full system

Khong phai tién; ¥ bai toan tén
cong dugc Bitcoin dung lai
Not money, Bitcoin reused its
costly-puzzle idea
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Piém chung: hodc c6 mot bén giit s6 nhu ngan hang, hodc chua co cach dé nguoi la dong
y vOi nhau vé tht tu giao dich. Bitcoin ghép cac manh c6 sin thanh mot hé chay dugc:
chir ky dién tr && chirng minh chu sé hitu, bai toan tén cong kiéu Hashcash, va cac trang
s6 ndi nhau bang dau vén tay (muc 1.4).

The common thread: either one party keeps the ledger like a bank, or there is no way for
strangers to agree on the order of transactions. Bitcoin assembled existing pieces into a working

system: digital signatures to prove ownership, Hashcash-style costly puzzles, and ledger pages
linked by fingerprints (section 1.4).

1.4. Sach tring Bitcoin, khoi nguyén thiiy va chudi khoi — 1.4. The Bitcoin white
paper, the genesis block and the blockchain

Thang 10 nam 2008, mot tac gia ldy bat danh Satoshi Nakamoto cong bd sach trang
(white paper, tai liéu mo ta thiét k&) vé hé thanh toan dién tr ngang hang, khong can bén
trung gian. Po 1a tai liéu Nakamoto 2008. Ngay 3/1/2009, khdi dau tién cta chudi, goi 1a
khoi nguyén thity (genesis block), duoc tao ra. Giao dich dau tién trong khdi ghi kém
dong chir "The Times 03/Jan/2009 Chancellor on brink of second bailout for banks", tua
mot bai bao cung ngay.

In October 2008, an author using the pseudonym Satoshi Nakamoto published a white paper (a
document describing a design) for a peer-to-peer electronic payment system with no middleman.
That is Nakamoto 2008. On 3 January 2009 the first block of the chain, the genesis block, was

created. The first transaction in it carries the text "The Times 03/Jan/2009 Chancellor on brink
of second bailout for banks", the title of a newspaper article of that day.

Pé hiéu chudi khdi (blockchain), hay hinh dung cubn s6 ghi ng chung cua ca xém. Mbi
nguodi trong x6m gitt mdt ban sao. Cor mot luc, nguoi ta gom cac khodn méi vao mot
trang, dong dau vén tay cla trang trudc 1én trang moi rdi cho ca xém chép. Mudn sira
mot khoan cii, ban phai stra trang chtra nd, ma ddu vén tay cua trang d6 nam ¢ trang ké,
trang ké lai ndm & trang sau nira, nén cd day phia sau 10 ra bi stra. Va ban con phai stra
ban sao cua hang tram ngudi khac.

To grasp a blockchain, picture a village's shared debt book. Everyone in the village holds a
copy. Every so often, people gather the new entries onto one page, stamp the fingerprint of the
previous page on the new one, and the whole village copies it. To change an old entry you must
change the page holding it, but that page's fingerprint sits on the next page, and the next on the

one after, so the whole run behind it shows signs of tampering. And you would have to alter
hundreds of other people's copies too.

Ba tir can giai thich. Khdi (block) 1a mét trang ctia sO, chira nhom giao dich. Haim bim
(hash function) 1a phép bién moi dit liéu thanh mot day ky ty d6 dai cd dinh, nhu dau van
tay: d6i mot chir trong dir liéu thi ddu van tay khac han (Chuong 2). S6 cai phén tin
(distributed ledger technology, DLT) 13 s6 ma nhiéu bén cung gitt ban sao va cung kiém.
Chudi khéi 12 mot kiéu so cai phan tan, trong d6 cac khdi ndi nhau bang ma bam.

Three words need explaining. A block is one page of the ledger, holding a group of transactions.

A hash function turns any data into a string of fixed length, like a fingerprint: change one letter
of the data and the fingerprint becomes entirely different (Chapter 2). A distributed ledger
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(distributed ledger technology, DLT) is a ledger that many parties hold copies of and check
together. A blockchain is one kind of distributed ledger, in which blocks are linked by hashes.

Khéi 0 Khéi 1 Khéi 2 Khéi 3
nguyén thuy Ha My tra Quan Quan tra Linh Linh tra Ha My
0000... 9f2c... 4lab... ¢7do0...
9f2c... 4lab... ¢7d0... Sel9...
Miii tén do: méi khdi ghi lai ddu van tay ciia khéi dimg truée nd

Hinh 1.3. Hinh 1.3. Mdi hop 1a mot khdi: dong d6 1a ddu vén tay cta khéi truée, dong xanh 14 1a
déu van tay cta chinh né. Mili tén do6 chi ngugc vé khéi trudc; stra khdi 1 thi dong xanh cua khdi
1 d6i, kh6p véi dong do ciia khéi 2 bi va.

Figure 1.3. Figure 1.3. Each box is a block: the red line is the previous block's fingerprint, the green line
its own. Red arrows point back to the previous block; edit block 1 and its green line changes, so the
match with block 2's red line breaks.

Mot giao dich ma héa di qua nhitng dau — Where a crypto transaction travels

Dir kién: Ha My chuyén 0,001 BTC (BTC la ky hiéu don vi bitcoin) tir vi ndy sang vi
khac cta chinh cd, chi dé lam quen. Cac budc dudi la buc tranh tong; timg budc duoc md
x¢ & Chuong 3.

Data: Ha My moves 0.001 BTC (BTC is the symbol for the bitcoin unit) from one of her wallets

to another of her own, just to get used to it. The steps are the overall picture; Chapter 3 dissects
each.

1. Ha My nhap dia chi nhan (mét diy ky tu dong vai s tai khoan) va sé tién. Ung dung
vi ding khoa bi mat ctia ¢, mot mat khau dai chi ¢6 giit, dé ky 1énh. Chir ky ching
minh c6 1a chi ma khong 16 khoa.

Ha My enters the receiving address (a string of characters acting as an account number)

and the amount. The wallet app uses her secret key, a long password only she holds, to sign
the order. The signature proves she is the owner without revealing the key.

2. Lénh di ky dugc phét téi cac may trong mang. Mdi may kiém chit ky va kiém sb tién
nay chua ti€u trudc do.

The signed order is broadcast to machines on the network. Each checks the signature and
that this money has not been spent before.

3. Mot may gom 1énh hop 1¢ vao khdi méi, dinh ddu véan tay cta khéi trude va thém khéi
vao chudi theo quy tic clia mang.
One machine collects valid orders into a new block, attaches the previous block's fingerprint
and adds the block to the chain under the network's rules.
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4. Cac may khac kiém khdi rdi chép vé s6 ctia minh. Khi d6 giao dich ¢6 1 xac nhén.
Other machines check the block and copy it to their ledgers. The transaction then has 1
confirmation.

5. M6i khéi méi ndi sau d6 thém mot xac nhan. Vi Bitcoin, muc tiéu 13 mot khoi
khoang 10 phut; ngudi nhan thuong cho khoang 6 xac nhén, tirc chirng mét gio, moi
coi la chac.

Each later block adds one confirmation. In Bitcoin the target is one block about every 10
minutes; recipients usually wait for about 6 confirmations, roughly an hour, before treating
it as final.
Chudi khdi khong phai 1 Bitcoin. Bitcoin 1a mot hé cu thé dung chudi khdi; con chudi
khéi 1a k¥ thuat ghi s6 ma nhiéu hé dung, ké ca nhimng hé khong phat hanh ddng tién nao
(Chuong 8).
A blockchain is not Bitcoin. Bitcoin is one particular system built on a blockchain; the
blockchain is a record-keeping technique many systems use, including some that issue no coin at

all (Chapter 8).

1.5. Phan loai tai san ma hoéa — 1.5. Classifying crypto-assets

Khi nghe "tién ma héa", nhidu ban nghi chi c6 Bitcoin. Thyc té c6 nhiéu loai véi muc
dich khac nhau. Phan loai quan trong vi mdi loai chiu quy dinh khac nhau, va vi nhin
nham loai 13 nhin nham rui ro.

When you hear "cryptocurrency", you may think only of Bitcoin. In fact there are several kinds

with different purposes. Classifying matters because each kind falls under different rules, and
mistaking the kind means mistaking the risk.

Pong tién mi héa goc (native coin) 1a don vi ciia chinh mot chudi khdi, dung dé tra phi
va thuong cho may giir so. Token tién ich (utility token) cho quyén dung mét dich vy,
nhu phiéu doi 10 kg ca phé. Token chirng khoan (security token) dai dién quyén kiéu ¢
phan, trai phiéu. Péng 6n dinh (stablecoin) cb giir gia gan mot tai san tham chiéu nhu
ddng d6 la. NFT (non-fungible token, token khong thay thé dugc) 13 token doc nhat, nhu
gidy chimg nhan cho mot tic pham. CBDC la dang sé cua tién phap dinh (muc 1.2).

A native coin is the unit of a blockchain itself, used to pay fees and reward the machines that
keep the ledger. A utility token gives the right to use a service, like a voucher for 10 kg of coffee.
A security token represents rights like a share or a bond. A stablecoin tries to hold its price near

a reference asset such as a dollar. An NFT (non-fungible token) is a one-of-a-kind token, like a
certificate for a single artwork. A CBDC is a digital form of legal tender (section 1.2).
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D@)ng géc

Native coin

Dung dé lam gi

Used for

Tra phi mang, thudng
cho may giit s6
Paying network fees and
rewarding ledger

Vi du trong sach
Example in this book

Chudi "Sen Vang" c6
dong gbc SVG

The "Sen Vang" chain has
the native coin SVG

C6 phai tai san ma hoa
theo Luat 71 khong

Is it a crypto-asset under
Law 71

Thuong c6, néu khong roi
vao phan loai trir

Usually yes, unless caught by
the exclusions

keepers
o Token LVC ctia Lam
A Doi lay hang hoa hodac ., 2. N
Token tién i y hang " Vién: 1 LVC d06i 1 kg ca . ,
ich dich vu phé Thuong c6
Red bl d. Usually yes
Utility token ¢ eem.a e Jor goods Lam Vien's LVC token: 1 =
or services
LVC for 1 kg of coffee
Token T GRS oAl A X . A o
chimn Dai dién c0 phan, trdi ~ Token dai di¢n co phan Khong: Diéu 47 loai tru
«h E phiéu Lam Vién chung khoan
0d . Representing shares or | A token representing Lam No: Article 47 excludes
Security . ..
bonds Vien shares securities
token
Giir gia gan tai san
Pone &y tham chiéu @é thanh  VNDXx, dong tu dit gin Xét ting trudng hop theo
dinhg toan, giao dich v6i dong Viét Nam dinh nghia chung
S;a blecoin Holding a price near a VNDx, an invented coin Judged case by case under
reference asset for pegged to the dong the general definition
payments and trading
Chimg nhan quyén Chimg nhan sé cho mot Xét ting truong hop theo
NFT v6i mot vat doc nhat  blrc anh vuon ca phé dinh nghia chung
NFT Certifying rights over a = A digital certificate for a Judged case by case under
unique item coffee-farm photo the general definition
A 4 q Dang s6 ciia ddng, do . L.
Tieén phap dinh 6 dang ~ °, g . & Khong: dang so cua tién
p ngan hang trung vong e T
CBDC sO hat hanh phap dinh bi loai trir
CBDC Legal tender in digital I;’had' a't ; the d No: digital forms of legal
form e digital form of the dong, tender are excluded

issued by the central bank

Cot cudi cho thdy mot diu bat ngo: tén "token" hay "tién ma hoa" khong quyét dinh gi.
Piéu quyét dinh 13 thtr d6 thyc chat dai dién cho cai gi. Mot token dai dién ¢6 phan van 1a
chtng khoan, du né chay trén chudi khoi.

The last column shows something surprising: the label "token" or "cryptocurrency" settles

nothing. What counts is what the thing actually represents. A token that represents shares is still
a security, even though it runs on a blockchain.
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Vi du 1am miu: Lam Vién xép loai bon thit — Worked example: Lam Vien classifies four
items

Dit kién: Cong ty Ca phé Lam Vién dang xem boén moén. (a) Phiéu LVC, mdi phiéu ddi 1
kg ca phé. (b) Token dai dién 1% c6 phan cong ty. (¢) VNDx, mdi VNDx do cong ty phat
hanh d6i 1 dong. (d) Chimg nhan sé doc nhét cho 16 ca phé dic biét.

Data: Lam Vien Coffee Company is looking at four items. (a) The LVC voucher, each
redeemable for 1 kg of coffee. (b) A token representing 1% of the company's shares. (c¢) VNDx,
each unit issued by the company redeemable for I dong. (d) A one-of-a-kind digital certificate
for a special coffee lot.

1. H6i mdi mon dai dién cho cai gi. (a) quyén nhan hang. (b) ¢ phan. (c) mot dong. (d)
mot vt doc nhat.
Ask what each item stands for. (a) a right to goods. (b) shares. (c) one dong. (d) a unique
item.

2. Goi tén loai. (a) token tién ich. (b) token chimg khoan. (c) ddng on dinh. (d) NFT.
Name the kind. (a) a utility token. (b) a security token. (c) a stablecoin. (d) an NFT.

3. Poi chiéu Diéu 47 khoan 2: (b) dai dién c6 phan 1a ching khoan nén khong thudc tai
san ma hoa. Ba moén con lai xét theo dinh nghia chung.

Check Article 47, clause 2: (b) represents shares, a security, so it is not a crypto-asset. The
other three are judged under the general definition.

Nghia 1a moén (b) s€ di theo luat chirng khoan chir khong theo khudn tai san ma hoéa, du
n6 ra doi trén chudi khoi.

So item (b) follows securities law rather than the crypto-asset framework, though it was born on
a blockchain.

PHAI THUQC / MEMORISE — Phan loai theo thtt dugc dai dién, khong theo cai tén.
Token dai dién chimg khoan khong phai tai san ma hoa theo Luat 71 Diéu 47; dang sb cta
tién phap dinh (CBDC) ciing bi loai trir.

Classify by what is represented, not by the name. A token representing a security is not a crypto-asset
under Law 71, Article 47; digital forms of legal tender (CBDC) are excluded too.

1.6. Khai niém phap 1y ¢ Viét Nam: tai san so, tai san Ao, tai sin mi héa — 1.6.
Vietnamese legal concepts: digital assets, virtual assets, crypto-assets

Ban s€ gédp ba cum tur gﬁn nhau trong ludt: tai san sb, tai san 4o, tai san ma hoa. Ching
16ng nhau nhur ba vong tron, tir rong dén hep. Di tir ngoai vao trong s& dé nhét.

You will meet three close phrases in the law: digital assets, virtual assets and crypto-assets. They
nest like three circles, from wide to narrow. Moving from the outside in is the easiest route.

Vong ngoai 13 tai san theo Bo luat Dan sy nam 2015, Diéu 105 khoan 1: "Tai san 1a vat,
tién, gidy tO c6 gid va quyén tai san." VOong giita 13 tai san s, Luat Cong nghiép cong
nghé s6 s6 71/2025/QH15, Piéu 46: tai san theo BO luat Déan su, "dwoc thé hién dudi
dang dir liéu s6, duoc tao 1ap, phat hanh, luu tri, chuyén giao va xac thuc bdi cong nghé
sO trén mai trudng dién ti". Vong trong 13 hai loai & Diéu 47 khoan 2: tai sin a0 (ding
dé trao do6i hoac dau tu) va tai sin ma hoa, 1a loai tai san s6 "sir dung cong nghé ma hoa
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hodc cong nghé s c6 chic ning twong tu dé xac thuc" trong luc tao 1ap, phat hanh, luu
trir, chuyén giao.

The outer ring is property under the 2015 Civil Code, Article 105, clause 1: "Property comprises
objects, money, valuable papers and property rights." The middle ring is a digital asset, Law on
the Digital Technology Industry No. 71/2025/QH]135, Article 46: property under the Civil Code
"expressed as digital data, created, issued, stored, transferred and authenticated by digital
technology in an electronic environment". The inner ring is the two kinds in Article 47, clause 2:
virtual assets (used for exchange or investment) and crypto-assets, a kind of digital asset "using
cryptography or similar digital technology to authenticate" during creation, issuance, storage
and transfer.

Ca hai loai ¢ vong trong déu "khong bao gdm chimg khoan, cac dang sb cua tién phap
dinh va tai san tai chinh khac". Vi thé token dai dién c6 phan hay CBDC khong phai tai
san ma hoa theo luat nay (muc 1.5). Luat ¢6 hiéu luc tir 1/1/2026 (Piéu 50 khoan 1). Piéu
48 khoan 1 diém d giao Chinh phu quy dinh diéu kién kinh doanh dich vu tai san ma hoa.
Both inner kinds "exclude securities, digital forms of legal tender and other financial assets". So
a token representing shares, or a CBDC, is not a crypto-asset under this law (section 1.5). The

law took effect on 1 January 2026 (Article 50, clause 1). Article 48, clause 1, point d leaves the
conditions for doing business in crypto-asset services to the Government.

Bac Vian ban Noi gi
Level Source What it says

Vat, tién, gidy to c6 gid, quyen tai san

1. Tai san B¢ luat Dan sy 2015, Diéu 105 )
Objects, money, valuable papers, property

1. Property Civil Code 2015, Article 105 .
rights
Tai san dang dir li¢u s6, xac thuc béng

2. Tai sén s6 Luat 71/2025/QH15, Diéu 46 cong nghé sd

2. Digital asset Law 71/2025/QH15, Article 46 Property as digital data, authenticated by
digital technology

Dung dé trao doi hodc dau tu; loai trir
3a. Tai san ao Luat 71, Diéu 47 khoan 2 difm a  chirng khoan, dang s6 cua tién phap dinh
3a. Virtual asset = Law 71, Article 47(2)(a) For exchange or investment; excludes

securities and digital forms of legal tender

Xac thuc bang cong nghé ma hoa hodc
Luat 71, Diéu 47 khoan 2 diém b twong tu; loai trir nhu trén
Law 71, Article 47(2)(b) Authenticated with cryptography or similar;
same exclusions

3b. Tai san ma
hoa
3b. Crypto-asset

Luat 71, Diéu 48; Nghi quyét Chinh phu quy dinh diéu kién; Nghi

4. Dich vu 05/2025/NQ-CP, Piéu 3 quyét 05 thi diém thi truong
4. Services Law 71, Article 48, Resolution The Government sets conditions; Resolution
05/2025/NQO-CP, Article 3 05 pilots a market

Nghi quyét 05/2025/NQ-CP (hiéu luc 9/9/2025, thi diém 5 ndm) nhic lai hai dinh nghia
trén ¢ Piéu 3 va dat khung thi diém: t6 chirc phat hanh 13 doanh nghiép Viét Nam, tai san
co soO la tai san thuc (Diéu 5). Viéc chao ban, phat hanh chi danh cho nha dau tu nuée
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ngoai (Piéu 6 khoan 1). Piéu 7 khoan 2 néi nha dau tu trong nudc giao dich ngoai to
chtrc duoc cip phép sé& bi xir 1y, tir 6 thang sau khi t6 chirc du tién duoc cap phép.
Chuong 10 di sau ting diéu kién.

Resolution 05/2025/NQ-CP (in force from 9 September 2025, a five-year pilot) repeats the two
definitions in Article 3 and sets the pilot frame: issuers are Vietnamese enterprises and
underlying assets are real assets (Article 5). Offers and issuance are open only to foreign
investors (Article 6, clause 1). Article 7, clause 2 says domestic investors trading outside
licensed firms will be dealt with, starting 6 months after the first firm is licensed. Chapter 10
goes through each condition.

Tai sdn ma héa khong phai phwong tién thanh toan — Crypro-assets are not a means of
payment

Puoc cong nhan 13 tai san khong c6 nghia 13 dugc dung dé tra tién. Luat Ngan hang Nha
nuéc (vin ban hop nhat 141/2026), Piéu 17 khoan 2, viét: "Tién gidy, tién kim loai do
Ngan hang Nha nudc phéat hanh 1a phuong tién thanh todn hgp phap". Tai sdn ma hoa
khong nam trong danh sach d6. Dung tai sin ma hoa dé tra tién hang hoéa, dich vu c6 thé
bi x 1y theo quy dinh vé phuong tién thanh toan khong hop phap (Nghi dinh
340/2025/ND-CP, Piéu 30 khoan 6 diém d). Nén khi Cong ty Lam Vién nhan don hang,
tién hang phai di bang dong qua ngan hang.

Being recognised as property does not mean it may be used to pay. The Law on the State Bank
(consolidated text 141/2026), Article 17, clause 2, reads: "Banknotes and coins issued by the
State Bank are lawful means of payment". Crypto-assets are not on that list. Using crypto-assets
to pay for goods or services can be dealt with under the rules on unlawful means of payment

(Decree 340/2025/ND-CP, Article 30, clause 6, point d). So when Lam Vien Company takes an
order, payment must travel in dong through a bank.

LAP LUAN UNG HOQ - PHAN DPOI / FOR AND AGAINST — Ung h viéc cong nhén tai
san nhung khong cho thanh toan: nguoi dan c6 quyén sé hitu 13, con dong tién qudc gia van
1a phwong tién duy nhét, giit 6n dinh tién té. Phan di: ngudi da ndm tai san ma hoa phai doi
sang dong mai tiéu duogc, va gia dao dong trong lic chd ddi gay thiét hai. Hai phia déu co 1y;
ban can biét ca hai dé trinh bay duoc quy dinh.

For recognising property but not payment: people get a clear ownership right, while the national
currency stays the only means of payment, protecting monetary stability. Against: holders must
convert to dong before spending, and price swings while waiting can cause losses. Both sides have a
point; you need both to explain the rule.

1.7. Nam dac diém cua tai sin ma hoéa: lgi ich va cai gia — 1.7. Five features of

crypto-assets: benefits and costs

M&i dic diém sau c6 hai mat. Poc k§ mat tha hai, vi d6 14 noi ngudi méi thudong vap.
Each feature has two faces. Read the second face carefully, since that is where beginners
stumble.

Phi tip trung (decentralisation): khong mot bén ndo nim quyén ghi sb. Loi: khong ¢
mét diém hong duy nhét. Gia: khong c6 ai dé goi khi ¢ sy ¢6. Minh bach: moi giao dich
trén chudi cong khai ai ciing doc dugc, nén kiém tra khong can xin phép ai. Gia: lich st
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chi tiéu cia mot dia chi cling ai cling xem dugc. Bt danh (pseudonymity): ban dung ma
riéng thay vi tén that. Loi: khong phai dua tén khi tao vi. Gia: but danh khong phai an
danh, vi phan tich dir liéu c6 thé ndi ma véi nguoi that (Chuong 5). Khé sira: giao dich
dd ghi vao nhiéu khdi thi khé dao. Loi: khong ai 1én stra lich str. Gia: chuyén nham la
khong doi lai duoc. Toan ciu: mang khong ¢ bién gidi, chuyén cho ngudi ¢ nudc khac
nhanh. Gia: phap luat mdi nudc mot khac, nén vira tién vira rai ro vé tuan thu.
Decentralisation: no single party controls writing to the ledger. Benefit: no single point of
failure. Cost: nobody to phone when something breaks. Transparency: every on-chain
transaction is public and anyone can read it, so checking needs nobody's permission. Cost: an
address's spending history is visible to all. Pseudonymity: you use a private code instead of your
real name. Benefit: no name needed to make a wallet. Cost: a pseudonym is not anonymity, since
data analysis can link a code to a real person (Chapter 5). Hard to alter: once a transaction sits
under many blocks it is very hard to reverse. Benefit: nobody quietly rewrites history. Cost: a
wrong transfer cannot be recovered. Global reach: the network has no borders, so sending to
someone abroad is fast. Cost: laws differ by country, so it is convenient and also a compliance
risk.

Pic diém Uu Nhuge Ha My giip & dau
Feature Advantage Disadvantage Where Ha My meets it
Khoéng c¢6 diém hong Giri nham dia chi, khong ai
Phi tip trung  duy nhét Khong c6 noi khiéu nai  hoan lai
Decentralised = No single point of Nowhere to complain A wrong address, and nobody
failure refunds
o o i et e | Lo SRR ATEE S AT i
Minh bach Ai cling kiém dugc so duroc chi ¢6 cho ho
Transpa;’ent Anyone can audit the Spe.n ding history can be Friends can look up the
ledger , balance of an address she
viewed
shared
Khong can tén khi tao  C6 thé bi ndi vi nguoi  Pia chi ¢6 ding & san gin
But danh vi that véi tén cua cd
Pseudonymous = No name needed to open = Can be linked to a real An address she uses on an
a wallet person exchange ties to her name
Khong dao nguoc duoc
Kho stra Lich stir dang tin giao dich sai Chuyén sai s6 tién 1a mat

Hard to alter

A trustworthy history

Wrong transactions
cannot be undone

A wrong amount is lost

Mot dich vu ¢ nudc ngoai

Chuyén nhanh qua x. AU N
N o Y . d Moi nude mot luat c6 thé khong hop phép tai
Toan cau bién gidi A different law in each Viét N
Global Fast cross-border - 1et Nam

transfers

country

A service abroad may be
unlawful in Vietnam

LOI HAY GAP / COMMON MISTAKE — Cho ring "kho sira" nghia 13 "khong bao gioy
sai". Chudi khdi chi 1am kho stra lich sir; dix liéu nhép vao sai tir dau thi van nam d6 mai.

Tai liéu nay dugc bién soan boi ddi ngli ciia website: https://tailicuso.vin

Trang 22



Pé cuong Tién sb va cong nghé blockchain / Digital Currency and Blockchain

Assuming "hard to alter" means "never wrong". A blockchain only makes history hard to rewrite; data
entered wrongly from the start stays there for good.

1.8. Pon vi va quy doi: satoshi, wei, gwei — 1.8. Units and conversion: satoshi, wei,

gwei

Ban c6 thé mua mot ly ca phé bang mot phan nho cua bitcoin. Pé ghi nhitng phan nhé d6
ma khong phai viét nhiéu chir s6 0, ngudi ta dat don vi nho riéng, nhu déng va xu nhung
sau hon. Satoshi 1a don vi nho nhat cua bitcoin: 1 BTC = 100.000.000 satoshi. Wei 1a
don vi nho nhét cua ether (ETH), déng géc ctia mang Ethereum, mot chudi khdi khac
ngoai Bitcoin (Chuong 6): 1 ETH = 10'® wei. Gwei 1a mot ty wei, dung dé ghi phi: 1
ETH = 10° gwei. Gas la don vi do cong stc tinh todn ma mang Ethereum tinh cho mdi
giao dich; mdi gas c6 mot gia tinh bang gwei, phi = s6 gas dung * gia gas.

You may pay for a coffee with a small slice of a bitcoin. To write such slices without a string of
zeros, people define small units, like dong and cents but finer. The satoshi is the smallest unit of
bitcoin: 1 BTC = 100,000,000 satoshi. The wei is the smallest unit of ether (ETH), the native
coin of the Ethereum network, a blockchain separate from Bitcoin (Chapter 6): 1 ETH = 10*¢
wei. The gwei is a billion wei, used for quoting fees: 1 ETH = 10° gwei. Gas measures the
computing effort the Ethereum network charges for each transaction; each unit of gas has a
price quoted in gwei, and the fee = gas used * gas price.

Pon vi Bing bao nhiéu Dung dé
Unit Equals Used for

1 BTC 100.000.000 satoshi Ghi s6 bitcoin 16n

1 BTC 100,000,000 satoshi Large bitcoin amounts
1 satoshi 0,00000001 BTC Ghi s6 nho va phi

1 satoshi 0.00000001 BTC Small amounts and fees
1 ETH 10° gwei = 10'® wei Ghi s6 ether 16n

1 ETH 10° gwei = 108 wei Large ether amounts

1 gwel 10° ETH = 10° wei Ghi phi gas

1 gwei 10° ETH = 10° wei Quoting gas fees

Tong cung bitcoin duoc thiét ké tdi da khoang 21 triéu BTC (Chuong 4). Chia 21 triéu
cho 100.000.000 phan mdi dong cho thay sb satoshi ca hé thong 13 16n, nén viéc ghi bang
satoshi 1a hop ly.

The bitcoin supply is designed to reach a maximum of about 21 million BTC (Chapter 4). With

100,000,000 satoshi in each coin, the system holds a very large count of satoshi, so quoting in
satoshi is sensible.

Vi du 1am miu: Ha My nhin 2.350.000 satoshi — Worked example: Ha My receives
2,350,000 satoshi

Dir kién: ty gia dé bai dat 1a 1 BTC = 1.250.000.000 dong. Ha My nhéan 2.350.000
satoshi. O mot mang khac, giao dich tiéu 21.000 gas, gia gas 25 gwei mdi gas. Hay doi
cac s6 ra BTC, dong, gwei, wei, ETH.
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Data: the exercise sets the rate at 1 BTC = 1,250,000,000 dong. Ha My receives 2,350,000
satoshi. On another network a transaction uses 21,000 gas at 25 gwei per gas. Convert the
figures into BTC, dong, gwei, wei and ETH.

1. Satoshi ra BTC: chia cho 100.000.000. 2.350.000 / 100.000.000 = 0,0235 BTC.
Satoshi to BTC: divide by 100,000,000. 2,350,000 / 100,000,000 = 0.0235 BTC.

2.BTCra déng: nhan ty gid. 0,0235 * 1.250.000.000 = 29.375.000 déng.
BTC to dong: multiply by the rate. 0.0235 * 1,250,000,000 = 29,375,000 dong.

3. Phi gas ra gwei: nhan gas véi gia gas. 21.000 * 25 = 525.000 gwei.
Gas fee in gwei: multiply gas by the gas price. 21,000 25 = 525,000 gwei.

4. Gwei ra wei: nhan 10°. 525.000 = 10° = 525.000.000.000.000 wei.
Gwei to wei: multiply by 10°. 525,000 * 10° = 525,000,000,000,000 wei.

5. Gwei ra ETH: chia 10°. 525.000 / 10° = 0,000525 ETH.
Gwei to ETH: divide by 10°. 525,000/ 10° = 0.000525 ETH.

Nghia 1a Hi My nhan 0,0235 BTC, tuong duong 29.375.000 dong theo ty gia dé bai, va
giao dich bén mang kia t6n 0,000525 ETH tién phi.

So Ha My receives 0.0235 BTC, equal to 29,375,000 dong at the exercise's rate, and the
transaction on the other network costs 0.000525 ETH in fees.

LOI HAY GAP / COMMON MISTAKE — Poc 1.000.000 satoshi thanh 1 BTC, sai gip 100
lan: 1.000.000 satoshi chi bang 0,01 BTC. Nhé mébc 100.000.000 va dém di s chit s 0 trude
khi chuyén.

Reading 1,000,000 satoshi as 1 BTC, wrong by a factor of 100: 1,000,000 satoshi is only 0.01 BTC.
Remember 100,000,000 and count every zero before sending.

BTC = satoshi / 100.000.000 (1.1)
wei = gwei * 10°, ETH = gwei / 10° (1.2)

1.9. Loi suit va bién dong gia, so voi guri tiét Ki€ém - 1.9. Returns and price swings,

against a savings deposit

Gi4 tai san ma hoa thay d6i timg phit. Dé ndi vé chuyén dé bang con s, ta can ba thudc
do don gian. Loi sudt (return) 13 phan tram thay doi gia trong mot ky. Po bién dong
(volatility) cho biét loi suit dao dong manh hay nhe quanh mirc trung binh; do bang do
léch chuan. Sut giam t6i da (maximum drawdown) 1 mirc giam sdu nhét tir mot dinh
xubng ddy sau do, thir ma ngudi cam giir thay rd nhat trén dudng di.

Crypto-asset prices change by the minute. To talk about it in numbers we need three simple
vardsticks. Return is the percentage change in price over a period. Volatility tells whether
returns swing hard or gently around their average, measured by standard deviation. Maximum
drawdown is the deepest fall from a peak to a later low, the thing holders feel most along the
way.
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Vi du 1am miu: token LVC trong 12 thing — Worked example: the LVC token over 12
months

Dir kién (do dé bai dit, khong phai gia that): gia cudi thang ciia token LVC, thang 0 dén
thang 12, va tién guri tiét kiém 1ai 6%/nam guri 12 thang. Bang sau cho gia va loi suat timg
thang.

Data (set by the exercise, not real prices): LVC's month-end prices from month 0 to month 12,
and a savings deposit at 6% a year for 12 months. The table gives the price and each month's

return.

Thang Gi4 (dong) Loi suit thang

Month Price (dong) Monthly return

0 10.000 B
10,000

1 11.200 12,0%
11,200 12.0%

> 9.800 -12,5%
9,800 -12.5%

3 10.500 7,1%
10,500 7.1%

4 12.600 20,0%
12,600 20.0%

5 11.900 -5,6%
11,900 -5.6%

6 8.900 -25,2%
8,900 -25.2%

7 9.500 6,7%
9,500 6.7%

] 10.800 13,7%
10,800 13.7%

9 13.200 22,2%
13,200 22.2%

10 12.100 -8,3%
12,100 -8.3%

1 11.400 -5,8%
11,400 -5.8%

12 12.000 5,3%
12,000 5.3%

Poc bang: thang 6 13 thang té nhat (-25,2%), thang 9 13 thang tot nhét (22,2%). Gia nhay
1én xudng manh du cudi nim van cao hon dau nam.
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Reading the table: month 6 is the worst month (-25.2%) and month 9 the best (22.2%). The price
Jjumps up and down hard even though the year ends higher than it began.

1. Loi suat tong = gia cudi / gia ddu — 1 = 12.000 / 10.000 — 1 = 20,0%.
Total return = last price / first price — 1 = 12,000/ 10,000 — 1 = 20.0%.
2. Do bién dong: léy trung binh loi suat thang (2,47%), tinh d6 1éch chuin mau cua 12
loi suét: 14,1% mdi thang.
Volatility: take the mean monthly return (2.47%) and the sample standard deviation of the
12 returns: 14.1% a month.
3. Sut giam t6i da: dinh chay 12.600 (thang 4), day 8.900 (thang 6). 8.900 / 12.600 — 1 =
-29,4%.
Maximum drawdown: running peak 12,600 (month 4), low 8,900 (month 6). 8,900/ 12,600
—1=-29.4%.
4. Tiét kiém: 10.000 * (1 + 6%) = 10.600 dong, loi suat 6,0%.
Savings: 10,000 = (1 + 6%) = 10,600 dong, a return of 6.0%.
Theo chudi nay, LVC hon tiét kiém 14,0 diém phan trim sau 12 thang, nhung ¢ lic mét
29.4% so vé6i dinh, va mdi thang dao dong chimg 14,1%. Tién giri tiét kiém biét trude két
qué; token thi khong. Chudi 12 diém 14 qua ngan dé néi gi vé tuong lai.
On this series, LVC beats the deposit by 14.0 percentage points after 12 months, but at one point

lost 29.4% from its peak, and swings about 14.1% a month. A savings deposit has a known
outcome, the token does not. A 12-point series is too short to say anything about the future.

== Token LVC

— = Tiét kiém 6%/nam

13.000 1

12.000

11.000

Gié (dong)

10.000 1

9.000 A

sut giam t1 da —29,4%

8-000 T T T T T T T T T T T T T
0 1 2 3 4 5 6 7 8 9 10 11 12
Thang
Hinh 1.4. Hinh 1.4. Puong xanh 1a gia LVC 1én xuéng manh; duong cam dut 13 tién giri tiét
kiém tang déu. Miii tén do chi doan sut tir dinh thang 4 xubng day thang 6.
Figure 1.4. Figure 1.4. The blue line is LVC's price, swinging hard; the dashed orange line is the savings
deposit growing steadily. The red arrow marks the fall from the month 4 peak to the month 6 low.

LOI HAY GAP / COMMON MISTAKE — Ly trung binh cong loi suét thang (2,47%)
nhan 12 r6i tudng 14 loi suit ca ndm: ra 29,7%, trong khi thuc té 1a 20,0%. Loi suit nhiéu ky
phai nhan don (1 + r) 1én, khong cong.
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Multiplying the mean monthly return (2.47%) by 12 and calling it the annual return: that gives 29.7%,
while the actual is 20.0%. Multi-period returns compound by multiplying (1 + r), not by adding.

r=(Py—Po) /Py (1.3)
o=V(Z(i-H?/(n-1)) (1.4)
MDD = min ( P, / dinh chay dént—1) (1.5)

1.10. Vi tri viéc lam trong linh vuc tién s6 va blockchain — 1.10. Jobs in digital

money and blockchain

Anh Quan ké: & cong ty cong nghé tai chinh noi anh 1am, it ai chi "mua ban coin". Phan
16n viée 1a gir cho hé thong chay diing, an toan va hop phap. Bang sau cho ban birc tranh
sau vi tri va k¥ nang can c6; mdi k§ ning s& xuat hién ¢ nhitng chuong sau.

Quan explains: at the fintech firm where he works, few people just "trade coins". Most of the
work is keeping systems correct, secure and lawful. The table gives you a picture of six roles and

the skills they need; each skill shows up in a later chapter.

Viéc hiang ngay

Daily work

K¥ ning
Skills

Hoc &
Where you learn
it

Lép trinh vién
blockchain
Blockchain
developer

K¥ su bao mat
Security engineer

Kiém toan hop
dong thong
minh

Smart contract
auditor

Viét va thir phan mém chay
trén chudi khi, vi va hop
dong thong minh

Writes and tests software
running on a blockchain,
wallets and smart contracts

Béo vé khoa, kiém tra may
chu luu ky, img pho khi bi
tan cong

Protects keys, checks custody
servers, responds to attacks

Poc mi cua hop dong thong
minh (chuong trinh ty chay
trén chudi) dé tim 13i trude
khi trién khai

Reads smart contract code (a
program that runs itself on the
chain) to find faults before
launch
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Python hodc ngon ngir
khac, cdu trac di liéu, mat
ma co ban

Python or another language,
data structures, basic
cryptography

Mat ma, quan ly khoda, an
toan hé thong
Cryptography, key
management, system security

Poc ma, tu duy tn cong,
viét bao céo trung thuc
Reading code, an attacker's
mindset, honest reporting
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Hoc &
Where you learn
it

Viéc hiang ngay K¥ nang

Daily work Skills

Nhan biét khach hang
(KYC), phat hién giao dich

Chuyén vién
V dang ngo, bao cao theo luat

tuan thu he i (4 Phap luat, phan tich dong
AML/KYC pAong, chong rua tien tién, can trong Chuong 5, 10
AML/KYC {aulL) Law, cash-flow analysis, Chapters 5, 10
. Identifies customers (KYC),
compliance - . care
Spots suspicious transactions
officer
and reports under the anti-
money laundering (AML) law
Doc dir liéu giao dich con, .
Phan tich dir j A ’ £ Thong ké, Python, doc

khai dé thong ké, truy vét

liéu chudi domg (i trinh kham pha khdi Chuong 3, 5,9
On-chain data ong tieh ) ) Statistics, Python, reading Chapters 3, 5, 9
Reads public transaction data
analyst . o ) block explorers
for statistics and tracing flows
Quyét dinh tinh nang vi,
thanh toan, truy xuat nguon .2 g 1
s B T ‘y . ‘g Hiéu nguoi dung, phap 1y,
Quan ly san goc cho nguoi dung va <o Y
him doanh nehia tai chinh, giao ti€p Chuong 8, 10
p oanfi nghiep Understanding users, law, Chapters 8, 10

Product manager = Decides wallet, payment and

o finance, communication
traceability features for users

and firms

Pao dirc nghé nghiép di cing moi vi tri: giit kin dir liéu khach hang, khong quang céo loi
nhuan, cong bd xung dot loi ich (Chuong 10).

Professional ethics go with every role: keep customer data confidential, do not advertise profits,
disclose conflicts of interest (Chapter 10).

1.11. Tinh bﬁng Python - 1.11. Doing it in Python

Bébn doan mi sau chay that trén may, chi dung thu vién chuan cua Python. Két qua in bén
dudi mdi doan 1a két qua chay; ) trong cac muc trén khép véi chang. Dt lidu 1a sb tu
dat.

The four code blocks that follow really run, using only Python's standard library. The output
under each block is what it printed; figures in earlier sections match them. All data is invented.

Doan 1. Doi satoshi, wei, gwei — Block 1. Converting satoshi, wei and gwei

SAT MOI BTC = 100 000 000

WEI MOI GWEI = 10**9

GWEI MOI ETH = 10%*9

TY GIA = 1 250 000 000 # déng cho 1 BTC (dit kién dé bai)

sat 2 350 000

btc sat / SAT MOI BTC

dong = sat * TY GIA // SAT MOI BTC

print (f"{sat:,} satoshi = {btc} BTC = {dong:,} dong")
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gas, gia gas = 21 000, 25 # gia gas tinh bing gwei
phi gwei = gas * gia gas

phi wei = phi gwei * WEI MOI GWEI

phi eth = phi gwei / GWEI MOI ETH

print (f"Phi: {phi gwei:,} gwei = {phi wei:,} wei")
print (£"Phi béng ETH: {phi eth}")

Két qua chay / Output

2,350,000 satoshi = 0.0235 BTC = 29,375,000 dong
Phi: 525,000 gwei = 525,000,000,000,000 wei
Phi bdng ETH: 0.000525

S6 nguyén cua Python khong tran, nén 525.000.000.000.000 wei van chinh xac. Voi sb
16n nhu vay, dung s6 nguyén déng tin hon s thap phén.

Python integers do not overflow, so 525,000,000,000,000 wei stays exact. With figures this large,
integers are safer than decimals.

Poan 2. Loi suit, d9 bién dong, sut giam tdi da — Block 2. Return, volatility and
maximum drawdown

gia = [10000, 11200, 9800, 10500, 12600, 11900, 8900,
9500, 10800, 13200, 12100, 11400, 12000]

r = [gia[i] / gia[i - 1] - 1 for i in range(l, len(gia))]

tong = gial[-1] / gia[0] - 1

tb sum(r) / len(r)

sd (sum((x - tb) ** 2 for x in r) / (len(r) - 1)) ** 0.5

dinh, sut = gia[0], 0.0
for g in gia:
dinh = max (dinh, g)
sut = min(sut, g / dinh - 1)

tiet kiem = 0.06
print (f"Loi sudt 12 thang : {tong:.

1
print (f"Trung binh thang : {tb:.2%}")
print (£"P& bién déng thang: {sd:.1%}")
print (£"Sut gidm téi da : {sut:.1%}")
print (f"Tiét kiém 6%/ndm : {tiet kiem:.1%}")

Két qua chay / Output

Loi sudt 12 thang : 20.0%

Trung binh thang : 2.47%
D6 bién déng thang: 14.1%
Sut giam téi da 1 -29.4%
Tiét kiém 6%/ndm : 6.0%

Két qua khop muc 1.9: 20,0% trong 12 thang, d6 bién dong 14,1% mdi thang, sut giam
tdi da -29,4%. M4 dung d6 I¢ch chuan mau, chia chon — 1.

The results match section 1.9: 20.0% over 12 months, volatility of 14.1% a month, a maximum
drawdown of -29.4%. The code uses the sample standard deviation, dividing by n — 1.

Poan 3. S6 trung tim chin chi tiéu hai lan — Block 3. A central ledger blocks double
spending
so du = {"Ha My": 500 000, "Quan": 0, "L&m Vién": 0}

lenh = [("Ha My", "Quan", 500 000),
("Ha My", "Lam Vién", 500 000)]

for i, (a, b, tien) in enumerate(lenh, 1):
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if so dula] >= tien:
so _dula] -= tien
so dul[b] += tien
print (f"Lénh {i}: chdp nhan")
else:
print (f"Lénh {i}: tu chéi, {a} con {so_dula]:,}")

for ten, tien in so du.items():
print (f"{ten}: {tien:,}")
print ("Téng :", sum(so du.values()))

Két qua chay / Output

Lénh 1: chép nhan

Lénh 2: tu chbéi, Ha My con 0
Ha My: O

Quén: 500,000

Lam Vién: 0

Téng : 500000

Piéu 1am nén sy khac biét 1a dong if: s6 kiém s6 du rdi trir ngay trude khi nhan 1énh sau.
Tong s tién khong doi, chi chuyén chd.

What makes the difference is the if line: the ledger checks the balance and deducts at once before
accepting the next order. The total never changes, it only moves.

Poan 4. Chudi khdi thu nhé va viéc sira khoi cii — Block 4. A tiny blockchain and editing
an old block

import hashlib

def bam(chu) :
return hashlib.sha256 (chu.encode ()) .hexdigest ()

def xay(giao dich):
truoc, chuoi = "0" * 64, []
for gd in giao dich:
h = bam(truoc + gd)
chuoi.append((gd, truoc, h))
truoc = h
return chuoi

gd = ["Ha My tra Quan 200", "Quan tra Linh 50",
"Linh tra Ha My 20"]
goc = xay(gd)
for i, (g, t, h) in enumerate(goc, 1):
print(f"Khéi {i}: bdm {h[:12]}.. trd v& {t[:12]1}..")

gd[0] = "Ha My tra Quan 20"

moi = xay(gd)

for i in range(3):
kg = "gi® nguyén" if moi[i] [2] == goc[i] [2] else "pOI"
print (f"Sau khi stta khéi 1, khéi {i + 1}: {kq}")

Két qua chay / Output

Khéi 1: bdm 71a354d0dc57.. trd vé 000000000000...
Khéi 2: bdm 24837d3dlefl.. trd vé 71a354d0dc57...
Khéi 3: bdm 0£f0496e56fl1d.. trd vé 24837d3dlefl..
Sau khi stra khéi 1, khéi 1: POI
Sau khi stra khéi 1, khéi 2: POI
Sau khi stra khéi 1, khéi 3: POI
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Stra mot chit ¢ khdi 1 1am bam cua ca ba khdi ddi, vi mdi khdi bam cung diu van tay cia
khéi trude. Do 1a 1y do mot lich sir da ghi kho sira 1én. Chuong 2 1am k§ hon véi cay
Merkle va bang chimg cong viéc.

Changing one character in block 1 changes the hash of all three blocks, since each block hashes
together the previous block's fingerprint. That is why a recorded history is hard to alter quietly.
Chapter 2 goes further with Merkle trees and proof of work.

PHAI THUQC / MEMORISE — Loi suat tong nhan don céc ky; d6 bién dong 1a do 1éch
chuin cua loi suat; sut giam t6i da do tir dinh chay. Tién guri tiét kiém biét trudce két qua,

token thi khong.

Total return compounds the periods, volatility is the standard deviation of returns; maximum
drawdown is measured from the running peak. A savings deposit has a known outcome, a token does

not.

Bang thuét ngiv — Glossary

Thuéat ngir

Tiéng Anh

Giai thich ngin

Term (Vietnamese)

tién

don vi tinh toan

phuong tién trao d6i

cAt trir gi4 tri

tién sO cua ngan hang

trung vong (CBDC)

tién ma hoa

tai san ma hoa

English

money

unit of account

medium of exchange

store of value

central bank digital
currency (CBDC)

cryptocurrency

crypto-asset

Short definition

thir moi ngudi chip nhan dé do gia, trao d6i
va cét gitr gié tri

what people accept to measure prices, to
exchange goods and to store value

don vi chung dé ghi gi4, vi du dong
the common unit for quoting prices, such as the
dong

thir dua cho ngudi ban dé 1y hang, khong can
tring nhu cau
what you hand to a seller for goods, with no need

for matching wants

gilr sitc mua tir hom nay sang mai
keeping purchasing power from today to
tomorrow

tién phap dinh & dang s do ngan hang trung
uong phat hanh

legal tender in digital form issued by the central
bank

don vi gi4 tri chay trén mang s cai phan tan,
dung mat ma dé xac thuc

a unit of value on a distributed ledger network,
authenticated with cryptography

loai tai san s dung cong nghé ma hoa dé xac
thuc (Luat 71, Diéu 47)

a digital asset authenticated with cryptography
(Law 71, Article 47)
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Thuéat ngir

Term (Vietnamese)

Tiéng Anh

English

Giai thich ngin
Short definition

tai san so

chi tiéu hai lan

sO cai

sO cai phan tan (DLT)

chuoi khoi

(blockchain)

ham bam

khdi nguyén thay

d6ng 6n dinh

NFT

satoshi

gwei va wei

digital asset

double spending

ledger

distributed ledger
technology (DLT)

blockchain

hash function

genesis block

stablecoin

non-fungible token

(NFT)

satoshi

gwei and wei

tai san thé hién bang dir liéu s6 (Luat 71, Didu
46)

property expressed as digital data (Law 71,
Article 46)

ding cing mot khoan tién sb cho hai giao
dich

using the same digital money in two transactions

cudn s6 ghi ai c6 bao nhiéu va ai chuyén cho
ai

the book recording who holds what and who paid
whom

sO cai ma nhiéu bén cung giit ban sao va cling
kiém

a ledger of which many parties hold copies and
check together

sO cai gom cac khdi ndi nhau bang ma bam

a ledger of blocks chained together by hashes
phép bién dir lidu thanh d4u van tay c6 d¢ dai
¢ dinh

a function turning data into a fixed-length

fingerprint

khéi dau tién cia mot chudi khoi
the first block of a blockchain

token co gang gilr gia gan mat tai san tham
chiéu

a token that tries to hold its price near a reference
asset

token ddc nhat, khong thay thé 1an nhau
a one-of-a-kind token that cannot be swapped for
another

don vi nho nhét cua bitcoin, béng mot phan
tram triéu BTC

the smallest unit of bitcoin, one hundred-millionth
of a BTC

don vi nhd cua ether: 1 ETH = 10° gwei =
10" wei
small units of ether: 1 ETH = 10° gwei = 10"® wei
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Thuéat ngir Tiéng Anh Giai thich ngin

Term (Vietnamese) English Short definition

dung ma riéng thay tén that; ai cling théiy ma
nhung khong thay tén

but danh pseudonymity . ; ,
using a code instead of a real name; everyone sees

the code but not the name

khong mot bén nao nam quyén ghi s va
quyét dinh

phi tap trung decentralisation ) .
no single party controls writing to the ledger or

decides

phan trim thay d6i gia tri ctia khoan dau tu
trong mot ky

loi suat return ) ) ,
the percentage change in an investment's value

over a period

muc dao dong cua loi suét quanh muc trung
N A . binh, do bang d6 1éch chuan
do bién dong volatility ’ g dc - ,
how far returns swing around their mean,
measured by standard deviation

mirc giam sdu nhat tir mot dinh xudng day sau
sut giam toi da maximum drawdown = d6
the deepest fall from a peak to a later low

quy trinh nhan biét khach hang cua t6 chirc tai

KYC know your customer  chinh

(KYC) a financial firm's process for identifying its
customers
anti-mone hong, chdng rira tién

laundering (AML) preventing the laundering of criminal proceeds

1.12. Bai tap van dung c6 10i gidi — Applied exercises with solutions

Bai 1. Doi don vi va tinh phi mang — Exercise 1. Converting units and network fees

Anh Quan chuyén cho Ha My 3.750.000 satoshi va tu tra thém phi mang 1.600 satoshi.
Ty gia dé bai dat 1a 1 BTC = 900.000.000 dong. Hay doi s6 tién Ha My nhan ra BTC va
ra ddng, tinh tong s6 satoshi roi vi anh Quéan va phi mang ra dong. Ngoai ra, anh chuyén
0,8 ETH sang mot vi khac voi 21.000 gas & gia 30 gwei mdi gas: hay doi 0,8 ETH ra
gwei va wei, roi tinh phi theo gwei va theo ETH.

Quan sends Ha My 3,750,000 satoshi and pays a network fee of 1,600 satoshi on top. The
exercise sets the rate at 1 BTC = 900,000,000 dong. Convert what Ha My receives into BTC and
dong, find the total satoshi leaving Quan's wallet, and the fee in dong. He also moves 0.8 ETH to

another wallet using 21,000 gas at 30 gwei per gas: convert 0.8 ETH into gwei and wei, then
find the fee in gwei and in ETH.

Tai liéu nay dugc bién soan boi ddi ngli ciia website: https://tailicuso.vin
Trang 33



DPé cuong Tién sé va cong nghé blockchain / Digital Currency and Blockchain

1. D6i satoshi ra BTC: 3.750.000 / 100.000.000 = 0,0375 BTC.
Satoshi to BTC: 3,750,000/ 100,000,000 = 0.0375 BTC.

2. Ra ddng: 0,0375 * 900.000.000 = 33.750.000 dong. Ha My nhan sb tién twong duong
33.750.000 dong.
In dong: 0.0375 * 900,000,000 = 33,750,000 dong. Ha My receives the equivalent of
33,750,000 dong.

3. Téng ro1 vi anh Quéan: 3.750.000 + 1.600 = 3.751.600 satoshi, tic 0,037516 BTC.
Total leaving Quan's wallet: 3,750,000 + 1,600 = 3,751,600 satoshi, or 0.037516 BTC.

4. Phira déng: 1.600 * 900.000.000 / 100.000.000 = 14.400 dé)ng.
Fee in dong: 1,600 * 900,000,000 / 100,000,000 = 14,400 dong.

5.0,8 ETH = 0,8 * 10° = 800.000.000 gwei = 8 * 107 wei (800.000.000.000.000.000
wel).
0.8 ETH = 0.8 * 10° = 800,000,000 gwei = 8 * 10" wei (800,000,000,000,000,000 wei).
6. Phi gas: 21.000 * 30 = 630.000 gwei = 0,00063 ETH.
Gas fee: 21,000 * 30 = 630,000 gwei = 0.00063 ETH.

Bai 2. Loi suit token SVG so voi tiét kiém — Exercise 2. Return on the SVG token against
a savings deposit

Token SVG ¢6 gia cudi 9 tuan lién tiép (dong): 20.000, 21.400, 19.800, 18.600, 20.500,
22.100, 19.900, 21.000, 21.800. Tién gui tiét kiém c6 13i 4,8%/nam, tinh 13i don theo 8
tuan trén 52 tudn clia niam. Hay tinh loi suat téng ctia SVG, loi sudt tuan té nhat va tot
nhét, sut giam tdi da, roi so véi tiét kiém.

The SVG token closes at these prices (dong) over nine consecutive weeks: 20,000, 21,400,
19,800, 18,600, 20,500, 22,100, 19,900, 21,000, 21,800. A savings deposit pays 4.8% a year,

simple interest for 8 weeks out of 52. Find SVG's total return, its worst and best weekly return
and its maximum drawdown, then compare with the deposit.

1. Loi suat tong = 21.800 / 20.000 — 1 = 9,0%.
Total return = 21,800/ 20,000 — 1 = 9.0%.

2. Loi suét tung tuan = gia tuan sau / gia tuan trude — 1. Té nhét -10,0% (tuén 6), tdt
nhat 10,2% (tuan 4).
Weekly return = this week's price / last week's price — 1. Worst -10.0% (week 6), best 10.2%
(week 4).

3. Pinh chay téi tuan 1 1a 21.400, day sau do 1a 18.600: sut giam t6i da = 18.600 /
21.400 — 1 =-13,08%.
The running peak of week 1 is 21,400 and the later low is 18,600: maximum drawdown =
18,600/ 21,400 — 1 = -13.08%.

4. Tiét kiém 8 tuan: 4,8% * 8/ 52 = 0,74%.
Deposit for 8§ weeks: 4.8% *8 /52 = 0.74%.

5. SVG hon tiét kiém 8,26 diém phan trim, nhung trén dudng di c6 luc gia thip hon
dinh trudc d6 13,1%. Chudi gia 1a dit kién dé bai, khong du bao gi.
SVG beats the deposit by 8.26 percentage points, but along the way it was 13.1% down from
an earlier peak. The price series is an exercise input and predicts nothing.
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Bai 3. Loi moi 1di 3% mobi tuan va khach muén tra bing tai san ma héa — Exercise 3.
A 3%-a-week offer and a customer who wants to pay in crypto-assets

Mot nhom trén mang moi Cong ty Ca phé Lam Vién gop 100.000.000 dong mua dong
LVX, cam két 13i c6 dinh 3% mdi tuan, cé thé rat bat ky lac ndo, "khong rii ro". Cing
lac, mot khach nude ngoai dé nghi tra tién 16 ca phé tai Viét Nam bang tai san ma hoa.

Hay tinh s0 ti€n sau 52 tuan néu lai gop ding cam két, néu it nhat ba dau hiéu dang ngo,
va noi can cu phap luat dé tir choi khoan tra bang tai san ma hoa.

An online group invites Lam Vien Coffee to put in 100,000,000 dong to buy LVX coins,
promising a fixed 3% a week, withdrawable at any time, "risk free". At the same moment a
foreign customer offers to pay for a coffee shipment in Vietnam with crypto-assets. Compute the
sum after 52 weeks if the promised interest compounds, give at least three warning signs, and
state the legal basis for declining the crypto payment.

1.

Hé s 52 tuan = 1,03%2 = 4,6509; s6 tién = 100.000.000 * 4,6509 = 465.088.590 dong
(131 365,1% mot nim).

52-week factor = 1.03°? = 4.6509; sum = 100,000,000 % 4.6509 = 465,088,590 dong (a gain
of 365.1% in a year).

. DAu hiéu 1: 1i ¢b dinh cao g?ip nhiéu 1an 13i tiét kiém, khong gén v6i hoat dong tao ra

thu nhap nao. D4u hiéu 2: 16i htra "khong rui ro". Dau hiéu 3: rat lic nao ciing dugc
ma khong noéi tién 14i lay tir dau.

Sign 1: a fixed return many times a savings rate, tied to no income-producing activity. Sign
2: the promise of "no risk". Sign 3: withdrawal at any time with no word on where the
interest comes from.

. H¢ qua: 1ai chi tra dugc néu ngudi maéi lién tuc ndp tién; khi dong tién mdi cham lai,

nhom khong tra ndi. Cong ty nén tir chdi va khong chuyén tién (Chuong 9 phan tich
sau).

Consequence: interest can be paid only while newcomers keep paying in; once new money
slows, the group cannot pay. The company should decline and send nothing (Chapter 9
analyses this in depth).

. Khoan tra bang tai san ma héa: tai sain ma hoa khong phai phuong tién thanh toan hop

phap; tién gidy, tién kim loai do Ngan hang Nha nudc phat hanh méi 1a phuong tién
thanh toan hop phép (Luat Ngan hang Nha nuéc VBHN 141/2026, Diéu 17 khoan 2).
Payment in crypto-assets: a crypto-asset is not a lawful means of payment; only banknotes
and coins issued by the State Bank are (Law on the State Bank, consolidated text 141/2026,
Article 17, clause 2).

. Dung tai san ma hoa dé tra tién hang hoa, dich vu c6 thé bi xir 1y theo quy dinh vé

phuong tién thanh toan khong hop phap (Nghi dinh 340/2025/ND-CP, Piéu 30 khoan
6 diém d). Cong ty yéu cau khach chuyén khoan bang dong qua ngan hang.

Using crypto-assets to pay for goods or services can be dealt with under the rules on
unlawful means of payment (Decree 340/2025/ND-CP, Article 30, clause 6, point d). The
company asks the customer to pay in dong through a bank.
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1.13. Cau hoi ty luan va dan y tra loi — Essay questions and answer outlines

Céiu 1. Phan biét tién giri ngan hang, vi dién tir, tién s6 ciia ngan hang trung wong va
tién ma héa theo ba ciu héi: ai phat hanh, ai giir s0, c6 dwoc biao dam khong.
Question 1. Distinguish bank deposits, e-wallets, central bank digital currency and
cryptocurrency by three questions: who issues, who keeps the ledger, and is it guaranteed.

« Tién gri ngan hang: ngan hang thwong mai giir s6, s6 du 14 quyén doi tién & ngan
hang.
Bank deposits: the commercial bank keeps the ledger and the balance is a claim on the bank.
« Vi dién tu: t6 chtrc cung tng vi giit s6, don vi van 1a dong.
E-wallets: the wallet provider keeps the ledger and the unit is still the dong.
« Tién sb ctia ngan hang trung wong: ngan hang trung wong phat hanh, 13 dang s6 cia
tién phéap dinh.
Central bank digital currency: issued by the central bank, a digital form of legal tender.
« Tién ma héa: khong c6 ngudi phat hanh duy nhat, mang nut giit s6, khong co ai bao
dam gia tri.
Cryptocurrency: no single issuer, a network of nodes keeps the ledger, and nobody
guarantees its value.

« Két luan bang bang: ai chiu rui ro khi mét dir liéu hoac khi bén giir s6 sai sot.
Conclude with a table: who bears the risk when data is lost or the ledger keeper errs.

Céu 2. Chi tiéu hai 1an 13 gi? Ngan hang giai bai toan nay thé nio va vi sao cach d6
chwa ding dwoc khi khong ¢é bén giir s6 chung?

Question 2. What is double spending? How does a bank solve it, and why does that solution fail
when nobody holds a common ledger?

« Tién 1a dit liéu thi sao chép duoc; to tién gidy thi khong.
Money that is data can be copied; a banknote cannot.
» Cach ngan hang: ) trung tam, kiém sb du, trir ngay, tur chdi 1énh sau.
The bank's way: a central ledger, check the balance, deduct at once, reject the later order.
- Piéu kién dé cach d6 chay: moi ngudi tin vao bén gitr so.
The condition for it to work: everyone trusts the ledger keeper.
« Hudng cua sb cai phan tan: nhiéu bén cing giit ban s6 va cung kiém.
The distributed ledger's direction: many parties hold copies of the ledger and check together.
* Céac thur nghiém trude Bitcoin gap kho ¢ dau (DigiCash, e-gold).
Where the pre-Bitcoin attempts ran into trouble (DigiCash, e-gold).
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Cau 3. Phan tich tai sin ma héa trong phap luat Viét Nam: thudc khai ni€ém nao,
gom gi va khong gdm gi, va vi sao khong phai phwong tién thanh toan. Néu mgt lap
luén Ging hd va mot 1ap luin phan d6i cach quy dinh nay.

Question 3. Analyse crypto-assets in Vietnamese law: which concept they fall under, what they
include and exclude, and why they are not a means of payment. Give one argument for and one
against this approach.

» Tai san theo B9 luat Déan sy Diéu 105; tai sdn s6 theo Luat 71 Diéu 46.
Property under Civil Code Article 105, digital assets under Law 71, Article 46.

* Piéu 47 khoan 2: tai san 4o, tai san ma hoa, tai san sb khac.
Article 47, clause 2: virtual assets, crypto-assets, other digital assets.

« Loai trir: chimg khoan, dang s cua tién phap dinh, tai san tai chinh khéc.
Exclusions: securities, digital forms of legal tender, other financial assets.

« Phuong tién thanh toan hop phap: Luat Ngan hang Nha nudc Diéu 17 khoan 2.
Lawful means of payment: Law on the State Bank, Article 17, clause 2.

« Lap luan tng ho: giit 6n dinh tién t&, bao vé ngudi dan. Lap luan phan ddi: kho ding
trong giao dich gilra cac bén thoa thuan.
For: protects monetary stability and the public. Against: harder to use between parties who
agree 1o it.

1.14. Cau héi tric nghiém — Multiple-choice questions

1. Bang gi4 ctia quan ghi ly ca phé 35.000 dong va banh mi 20.000 dong. Tién dang 1am

churc nang nao?
A cafe menu lists coffee at 35,000 dong and a bread roll at 20,000 dong. Which function is
money performing?

A. Cét trit gia tri qua nhidu nam / Storing value over many years

B. Don vi tinh toan, do gia tri moi hang / Unit of account measuring every good

C. biéu tiét 13i suat thi truong / Steering market interest rates

D. Phat hanh thém tién cho nén kinh t& / Issuing more money for the economy

2. S6 du tai khoan ngan hang ctia Ha My dugc ghi ¢ dau?
Where is the balance of Ha My's bank account recorded?

A. Trong chip cua thé nhua / In the chip of her plastic card

B. Trén may tinh ciia moi ngudi dung / On every user's computer

C. O ngén hang trung wong, mdi ngudi mot dong / A the central bank, one line per
person

D. Trong s6 ctia ngan hang thuong mai noi mé tai khoan / In the ledger of the
commercial bank where she opened it
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3. Ha My nhan 2.500.000 satoshi. S6 d6 bang bao nhiéu BTC?
Ha My receives 2,500,000 satoshi. How many BTC is that?
A. 0,025 BTC / 0.025 BTC
B. 0,25 BTC / 0.25 BTC
C. 0,0025 BTC / 0.0025 BTC
D. 25 BTC

4. Loai nao 1a tién phap dinh & dang s6 do ngan hang trung wong phat hanh?
Which is legal tender in digital form issued by a central bank?
A. Pong 6n dinh do cong ty tu nhan phat hanh / A stablecoin issued by a private
company
B. S du trong vi dién ttr ctia mot tng dung / A balance in an app's e-wallet

C. Tién s6 ctia ngan hang trung wong (CBDC) / Central bank digital currency
(CBDC)

D. Token tién ich doi lfiy dich vu / A utility token redeemable for a service

5. Gia mot token di tir 10.000 dong xudng 8.000 dong rdi 1én 9.200 dong. Loi suat tong

cta ca hai budgc 1a bao nhiéu?
A token's price falls from 10,000 dong to 8,000 dong then rises to 9,200 dong. What is the
total return over both steps?

A. +8%

B. -20%

C. +15%

D. 8%

6. Theo Luat Cong nghiép cong nghé s6 Piéu 47 khoan 2 diém b, diéu nao nam NGOAI
khai niém tai san ma hoa?
Under Article 47, clause 2, point b of the Law on the Digital Technology Industry, which
falls OUTSIDE the concept of a crypto-asset?
A. Tai san s6 dung cong nghé ma hoa dé xac thyc khi chuyén giao / A digital asset
using cryptography to authenticate transfers
B. Chung khoan / Securities
C. Tai san s6 dung cong nghé tuong ti dé xac thuc khi phat hanh / 4 digital asset
using similar technology to authenticate issuance
D. Tai san s dugc luu trit bang cong nghé ma hoéa / A digital asset stored using
cryptography
7. Gia token 1a 100 ddng, ting 20% rdi giam 20%. Gia cudi la bao nhiéu?
A token costs 100 dong, rises 20% then falls 20%. What is the final price?
A. 100 déng / 100 dong
B. 104 dong / 104 dong
C. 96 dong / 96 dong
D. 80 dong / 80 dong
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8. Vi sao ngan hang chin dugc chi tiéu hai lan cing mot sé du?
Why can a bank stop the same balance being spent twice?

A. S6 trung tAm trir s6 du ngay ¢ 1énh dau rdi tir chdi 1énh sau / A central ledger
deducts at the first order and rejects the next

B. Mdi dong tién c6 ma riéng khong thé sao chép / Each coin carries a code that
cannot be copied

C. Khach hang cam két khong chi hai 1an / Customers promise not to spend twice

D. Moi cira hang ciing giit mot ban sd / Every shop keeps a copy of the ledger
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Chuong 2. Mat ma hgc nén tiang: ham bam, chir ky so0, khoa va
dia chi - Chapter 2. Cryptographic foundations: hashes, signatures, keys and

addresses

Muc tiéu chwong — Chapter objectives

« Giai thich ham bam 1a gi, ba tinh chat ctia n6, va ty bim mot cau bang SHA-256 dé
thay d6i mot ky tu thi gia tri bam d6i han.
Explain what a hash function is, its three properties, and hash a sentence yourself with SHA-
256 to see that changing one character changes the hash completely.

« Dyng dugc chudi khdi bang con tré bam va cdy Merkle, roi néi vi sao sira mot khoi cii
thi 16 va chtirng minh mot giao dich thudc khdi chi bang vai gia tri bam.
Build a chain of blocks from hash pointers and a Merkle tree, then say why editing an old
block shows and prove a transaction belongs to a block with only a few hashes.

* Néu ba thao tac cua chir ky sb (tao khoa, ky, kiém), cong diém va nhan vo hudng trén
duong cong elliptic thu nhd, va ky rdi kiém mot tin nhan bang ECDSA.
State the three operations of a digital signature (generate keys, sign, verify), add points and
multiply by a scalar on a miniature elliptic curve, and sign then verify a message with
ECDSA.

« i tir khoa bi mat qua khoa cong khai dén dia chi Base58Check, giai thich ma kiém
tra, va nhan ra vi sao khoa phai sinh ngau nhién (chuyén vi ndo).
Go from a private key through a public key to a Base58Check address, explain the checksum,
and see why keys must be random (the brain wallet story).

« Biét but danh khac an danh, néi duoc ¥ chinh vé may tinh lugng tir, va nbi cac khai
niém voi Piéu 46, 47 Luat Cong nghiép cong nghé sb.
Know that a pseudonym differs from anonymity, give the main idea on quantum computers,
and link the concepts to Articles 46 and 47 of the Law on the Digital Technology Industry.

2.1. Ham biam: dau van tay cua dir li€u - 2.1. Hash functions: the fingerprint of data

M&i nguoi c6 mot dau van tay. Nhin ddu van tay, ban khong doan duoc chiéu cao hay
tinh cach cta chu nhan, nhung hai ngudi khac nhau gan nhu chic chin c6 hai dau khac
nhau. Ham bam (hash function) lam viéc twong ty voi dir li¢u. Ban dua vao mét tép, mot
cau hay mot giao dich bat ky, ham bam tra vé mot chudi ky tu co do dai ¢b dinh, goi la
gié tri bam (hash value).

Everyone has a fingerprint. A fingerprint tells you nothing about the owner's height or
character, yet two different people almost surely have different prints. A hash function does the
same job for data. You feed in any file, sentence or transaction, and it returns a string of fixed
length, called the hash value.

Ba diéu can nhd ngay. Mot: cung dau vao ludn ra cung gia tri bam, nén hai may tinh &
hai dau thé gidi bam cing mot tép s& thdy cung mot ddu van tay. Hai: ddu vao dai hay
ngan thi gid tri bam van dai bang nhau. Ba: tir gia trj bam ban khong thé suy nguoc ra dau
vao, gidng nhu tir ddu van tay ban khong dung lai duoc ca con ngudi.
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Three things to remember at once. One: the same input always gives the same hash value, so two
computers at opposite ends of the world hashing one file see one fingerprint. Two: whether the
input is long or short, the hash value has the same length. Three: from the hash value you cannot
work back to the input, just as a fingerprint cannot rebuild a whole person.

Ham bam khong phai 1a ma hoa. M4 hoa (encryption) 1a khoa dir liéu lai dé ngudi c6 chia
mé ra doc dugc. Bam thi khong c6 chia: dir liéu gbc khong quay lai duge. Ban dung bam
dé kiém tra dit lidu co bi sira khong, khong dung dé gidu rdi doc lai.

A hash is not encryption. Encryption locks data so that someone with the key can open and read

it. A hash has no key: the original cannot be recovered. You use a hash to check whether data
has been altered, not to hide data and read it back later.

Mot ham bam dung cho tién so can ba tinh chat. Bang sau n6i mdi tinh chat bang 10i
thuong, kém chd né duge dung.
A hash function used for digital money needs three properties. The table puts each in plain

words and shows where it is used.

Tinh chat

Property

N6i bang 10i thwong
In plain words

Vi du doi thwong
Everyday picture

Dung & dau
Where it is used

Khoéng ai tim dugc hai

Hai nguoi khac nhau

Dung gié tri bam dai dién

Khéng va dau vao khac nhau ma ra . 2 % A o
g . L khong thé c6 chung dau  cho mét giao dich hay
cham cung mot gia tri bam. A A L1A
.. . van tay. mot khoi.
Collision Nobody can find two e -
. o . ) Two different people cannot = A hash stands for a
resistance different inputs with the e . . '
- share a fingerprint. transaction or a block.
same hash value. ‘
Biét gia tri bam thi khong
rn A \ n/( . . . L
d?a (‘iu’(_)c~ da}l Va(i’ euA Phong bi dan kin: ai cling Ky Ap g s A
dau vao da tron thém mot £ A ) Cam ket mot gia tri roi
iy L A thay phong bi, khong ai \
Che giau s0 ngau nhién du 16n. thav thu mo ra sau.
Hiding Knowing the hash tells you y Committing to a value and
thing about the input, if A sealed envelope: all see vevealing it later
riotiing about the mput, § 4 it, nobody sees the letter. . )
large random number was
mixed in.
Mud 5t i tri b La nén cua viéc "dao"
uon ra mot gia tri bam L, .
, 8 A khoi & Chuong 4: thg dao
¢ dang cho trudc thi chi thir di thit lai dé im mot
Thén thién con cach thur di thi lai, X0 s0 doan s0: chi co oL i
A 2k R L. . , A gia tri bam c6 dang cho
cau do khong c6 duong tat. cach mua nhiéu vé. .
Puzzle To reach a hash of a set A number lottery: the only truoe. e
Jriendliness shape you can only try again = way is to buy many tickets. The base of "mining" in

and again; there is no
shortcut.

Chapter 4. miners try again
and again to find a hash of
a set shape.

Ban thtr ngay. Poan ma sau bam hai cdu giéng nhau, chi khac mét chit s6. Python tinh
that bang thu vién hashlib c6 san.

Try it. The code below hashes two sentences that differ by a single digit. Python computes it for
real with the built-in hashlib library.
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import hashlib

def bam(s) :
return hashlib.sha256 (s.encode()) .hexdigest ()

a "HaMy gui Quan 5 Sen Vang"

b "HaMy gui Quan 6 Sen Vang"

ha, hb = bam(a), bam(b)

print ("Dau vao A:", a)

print ("Dau vao B:", Db)

print ("Bam A:", ha[:32] + "...")

print ("Bam B:", hb[:32] + "...")
(

khac bin (int (ha, 16) *~ int (hb, 16)).count("1")
print ("So bit khac nhau:", khac, "tren 256")

Két qua chay / Output

Dau vao A: HaMy gui Quan 5 Sen Vang

Dau vao B: HaMy gui Quan 6 Sen Vang

Bam A: 9053b8e31f23e85fcce5832dd379b241. ..
Bam B: a0fed4d37390e7e08f60fcbaecob330ec...
So bit khac nhau: 137 tren 256

Hai cau chi khac chit s6 5 va 6, nhung hai gia tri bdm khéng c6 nét nao giéng nhau.
Trong 256 bit dau ra, c6 137 bit khac nhau, gﬁn mot ntra. B 1a hi¢u ung théc do
(avalanche effect): d6i mot ky tu dau vao, ca gia tri bam dbi theo. Nho tinh nay, ai sira du
mot dau phay trong mot giao dich thi ddu vén tay cia giao dich 19 ra 1a da khac.

The two sentences differ only in the digits 5 and 6, yet the hashes share no visible pattern. Of the
256 output bits, 137 differ, nearly half. This is the avalanche effect: change one input character
and the whole hash changes. So even a changed comma in a transaction shows up as a different
fingerprint.

Ung dung cho Ha My. Ha My giri Quan 5 dong Sen Vang va luu gid tri bam cia 1énh
chuyén. Sau d6, néu ai d6i s6 5 thanh 6 trong ban lwu, Hi My bam lai va thay hai chudi
khac han. C6 khong can doc lai tung chir dé biét ban lwu di bi dung vao.

Applied to Ha My. Ha My sends Quan 5 Sen Vang coins and stores the hash of the transfer. If

someone later changes 5 to 6 in the stored copy, Ha My hashes it again and sees two entirely
different strings. She does not need to reread every word to know the copy was touched.

PHAI THUQC / MEMORISE — Ham bam bién dit liéu bat ky thanh mot chudi dai c6 dinh,
theo mot chiéu. Ba tinh chét: khéng va cham, che giéu, than thién cau d6. Di mot ky tu dau
vao thi khoang mot nira sb bit dau ra d6i (hiéu ung thac do).

A hash function turns any data into a string of fixed length, in one direction. Three properties:
collision resistance, hiding and puzzle friendliness. Change one input character and about half the
output bits change (avalanche effect).

LOI HAY GAP / COMMON MISTAKE — Nghi rang bim 12 ma hoa va c6 thé giai ngugc
dé 14y lai dir liéu. Bam khong co chia khéa va khong co phép giai nguge. Mubn doan dau vao,
ké x4u chi ¢6 cach thir timg kha ning.

Thinking a hash is encryption that can be reversed to recover the data. A hash has no key and no
reverse step. To guess the input, an attacker can only try each possibility.
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2.2. SHA-256 va bam hai lAn — 2.2. SHA-256 and double hashing

Bitcoin ding ham bam tén SHA-256 (Secure Hash Algorithm, 256 bit). Pau vao 1a chudi
byte dai ty y. Pau ra ludn 1a 256 bit, tirc 32 byte. Khi viét ra gidy, nguoi ta d6i 256 bit
d6 sang hé thap luc phan (hexadecimal, hé 16 dung 16 ky hiéu 0 dén 9 va a dén f). Mdi
ky tu hex thay cho 4 bit, nén gié tri bam c6 256 / 4 = 64 ky tu.

Bitcoin uses a hash function called SHA-256 (Secure Hash Algorithm, 256 bit). The input is a
string of bytes of any length. The output is always 256 bits, which is 32 bytes. When written on

paper, those 256 bits are shown in hexadecimal (base 16, using the 16 symbols 0 to 9 and a to f).
Each hex character stands for 4 bits, so a hash has 256 / 4 = 64 characters.

Ban doc doan mi sau theo timg budc. Budc 1: 1dy cau 1énh chuyén tién lam dau vao.
Budc 2: baim mot 1an ra 32 byte. Budc 3: 1dy 32 byte d6 bam thém mot 1an nita. Budc 4:
dém d6 dai va so sanh vé6i truong hop dau vao dai gap 1.000 lan.

Read the next piece of code step by step. Step 1: take the transfer instruction as input. Step 2:

hash it once to get 32 bytes. Step 3: hash those 32 bytes once more. Step 4: count the lengths and
compare with an input 1,000 times longer.

import hashlib

x = b"HaMy gui Quan 5 Sen Vang"
mot = hashlib.sha256 (x).digest ()
hai = hashlib.sha256 (mot) .digest ()

print ("Do dai dau ra:", len(mot), "byte =", len(mot) * 8, "bit")
print ("Do dai chuoi hex:", len(mot.hex()), "ky tu")

print ("Bam 1 lan:", mot.hex()[:16] + "...")

print ("Bam 2 lan:", hai.hex()[:16] + "...")

dai = hashlib.sha256(x * 1000) .hexdigest ()

print ("Dau vao dai gap 1000 lan, hex:", len(dai), "ky tu")

print ("So dau ra co the co:", f"{2**256:.4e}")

Két qua chay / Output

Do dai dau ra: 32 byte = 256 bit

Do dai chuoi hex: 64 ky tu

Bam 1 lan: 9053b8e31f23e85f...

Bam 2 lan: 010422477ce6ddea...

Dau vao dai gap 1000 lan, hex: 64 ky tu
So dau ra co the co: 1.1579e+77

Két qua cho thdy dau ra ludn c6 256 bit, tirc 64 ky tu hex, du ddu vao dai gap 1.000 lan.
S4 dau ra c6 thé co 1a 225, khoang 1,1579 * 1077. Con $6 nay 1én hon nhiéu so véi sb hat
cat trén Trai D4t, nén hai dau vao khac nhau gan nhu khong bao gio tring gia tri bam.

The result shows the output is always 256 bits, 64 hex characters, even when the input is 1,000

times longer. The number of possible outputs is 2%°°, about 1.1579 * 107". That is far more than
the grains of sand on Earth, so two different inputs almost never share a hash value.

SO gia tri bam c6 thé c6 = 2256 ~ 1,1579 * 1077 (2.1)
Vi sao Bitcoin bam hai 1an? Bam hai 1an 1a ldy gi4 tri bam cta gia tri bam: H(H(x)). Cach
nay che thém mot 16p, vi mot sd cach tin cong vao ham bam don khong con ding duge
trén két qua bam lan hai. Ban gdp bam hai 1an khi tinh mi giao dich, khi ndi cac nhanh
cay Merkle & muc 2.4 va khi tinh ma kiém tra cta dia chi & muc 2.8.
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Why does Bitcoin hash twice? Double hashing means taking the hash of the hash, H(H(x)). It
adds a layer, because some attacks on a single hash no longer work on the second round. You
meet it when computing transaction identifiers, when joining branches of the Merkle tree in
section 2.4, and when computing the checksum of an address in section 2.8.

SHA-256 thuoc ho SHA-2. Thu vién chudn Python con c¢6 ham SHA3-256, thudc ho
SHA-3, cho két qua khac SHA-256 va khac ca ham keccak-256 ma Ethereum dung. Vi
vay cac doan ma trong sach khong tao ra dia chi Ethereum thét.

SHA-256 belongs to the SHA-2 family. The Python standard library also has the SHA3-256
function, from the SHA-3 family, which gives results different from SHA-256 and from the
keccak-256 function Ethereum uses. So the code in this book does not produce real Ethereum
addresses.

LOI HAY GAP / COMMON MISTAKE — Dém d6 dai gi4 tri bdm bang s ky tu hex rdi
nham véi s6 bit. 64 ky tu hex 14 256 bit, khong phai 64 bit. M&i ky tw hex chi mang 4 bit.
Counting the hash length in hex characters and mistaking it for bits. 64 hex characters are 256 bits,
not 64 bits. Each hex character carries only 4 bits.

2.3. Con tré bam va chudi khdi: sira khdi cii thi 10 — 2.3. Hash pointers and the
chain of blocks: editing an old block shows

Con tro thuong chi vi tri cia mét dit li¢u. Con tro bam (hash pointer) 1am hai viéc cung
lac: chi vi tri cta dir liéu va kém gia tri bam cta chinh di liéu d6. Gidng nhu ban ghi s6
trang ctia mot to hoa don trong tap hd so, va dan thém mot con déu niém phong ghi du
van tay cua to d6. M to ra, ban d6i chiéu con ddu dé biét to hoa don con nguyén.

An ordinary pointer only says where some data sits. A hash pointer does two jobs at once: it says
where the data sits and it carries the hash of that data. Think of writing the page number of an
invoice in a file and adding a seal that records the fingerprint of that page. When you open the
page, you check the seal to know the invoice is untouched.

Néi céac con tro bam lai, ban c6 chudi khéi (blockchain). M&i khdi chira dit liéu ctia né va
gia tri bam ciia khéi duing ngay trude. Gia tri bam cta khdi sau duoc tinh tir ca dir liéu
mdi 1an gia tri bim trudc do, nén né mang theo ca lich st phia sau lung.

Link hash pointers together and you have a blockchain. Each block holds its own data and the

hash of the block just before it. The hash of a later block is computed from both its new data and
the earlier hash, so it carries the whole history behind it.

Céc budc kiém mot chudi khdi, ban 1am nhu sau. Budc 1: bat dau tir khoi dau, 13y gia tri
bam ctia nd. Budc 2: ghép gid tri d6 véi dit liéu khoi ké tiép rdi bam ra gid tri méi. Bude
3: 50 gia tri m&i véi gia tri da ghi trén khi ké tiép. Budc 4: khép thi di tiép, 1éch thi ding
va bao chd léch.

To verify a chain, you do this. Step 1: start at the first block and take its hash. Step 2: join that
value to the data of the next block and hash to get a new value. Step 3: compare the new value

with the one recorded on the next block. Step 4: if they match, move on, if not, stop and report
the break.
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import hashlib

def bam(s) :
return hashlib.sha256 (s.encode()) .hexdigest ()

def chuoi (du lieu):
truoc, ra = "0" * 64, []
for x in du lieu:
truoc = bam(truoc + x)
ra.append (truoc)
return ra

goc = ["Khoi 1: Ha My nhan 50 Sen Vang", "Khoi 2: Ha My gui Quan 5",
"Khoi 3: Quan gui Linh 2", "Khoi 4: Linh gui Lam Vien 1"]
sua = list (goc)
sua[l] = "Khoi 2: Ha My gui Quan 50"
for i, (a, b) in enumerate (zip (chuoi (goc), chuoi(sua)), 1):
print ("Khoi", i, a[:8], b[:8], "giong" if a == b else "LECH")

Két qua chay / Output

Khoi 1 469fd5la 469fd5la giong
Khoi 2 321136b0 353b42c7 LECH
Khoi 3 07dacb5f 1080d021 LECH
Khoi 4 79202429 54913ddc LECH

Bai mau: chudi bén khdi ghi cac 1énh chuyén Sen Vang cua Ha My, Quan va Linh. Ké
gian sira Khdi 2 tir "gi Quan 5" thanh "gui Quan 50". Két qua: Khéi 1 van khép
(469fd51a), con Khdi 2, 3 va 4 déu léch. Khoi 2 1éch vi dir liéu ddi. Khdi 3 1éch vi nd
chira bam cii caa Khéi 2. Khoi 4 1éch theo cung cach. Ca 3 khdi sau chd stra déu 10.
Worked example: a chain of four blocks records Sen Vang transfers by Ha My, Quan and Linh.
A cheat edits Block 2 from "to Quan 5" to "to Quan 50". Result: Block 1 still matches
(469fd51a), while Blocks 2, 3 and 4 all differ. Block 2 differs because its data changed. Block 3
differs because it holds the old hash of Block 2. Block 4 differs in the same way. All 3 blocks
after the edit give it away.

Chudi goc
Khéi 1 Khéi 2 Khéi 3 Khéi 4
> > >
Ha My nhan 50 Ha My gui Quan 5 Quan giri Linh 2 Linh giri Lam Vién 1
bam: 469fd51a bam: 321136b0 bam: 07dacb5f bam: 79202429
Sau khi sita Khoi 2 thanh 50
Khéi 1 Khéi 2 Khéi 3 Khéi 4
> > >
Ha My nhén 50 Ha My giri Quan 50 Quan giri Linh 2 Linh giri Lam Vién 1
bam: 469fd51a bam: 353b42¢7 bam: 1080d021 bam: 54913ddc

Hinh 2.1. Hang trén 1a chudi bon khi goc, hang duéi 1a chudi sau khi sira Khoi 2. Chi Khéi 1
con xanh; tir Khoi 2 tr¢ di cac gia tri bam doi hét va hién mau do.
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Figure 2.1. The top row is the original chain of four blocks, the bottom row is the chain after editing
Block 2. Only Block 1 stays blue; from Block 2 on, every hash changes and turns red.

Mudn che diu vét, ké gian phai tinh lai gia tri bam cta moi khdi sau chd sira va thuyét
phuc ca mang chép nhan chudi mdi. Viéc tinh lai tu nd khong kho. Cai kho 1a Bitcoin bét
mdi khoi phai kém mot bang ching cong viéc (proof of work: may phai thir hang triéu
1an m&i tim ra), ton dién, nhu Chuong 4 s& ndi. Con tré bam lam viéc sira 19 ra, con bang
chtng cong viéc 1am viéc stra tro nén dit.

To hide the trace, the cheat must recompute the hash of every block after the edit and persuade
the whole network to accept the new chain. Recomputing is not hard in itself. The hard part is
that Bitcoin makes every block carry a costly proof of work (a proof that machines had to try

millions of times to find), as Chapter 4 explains. Hash pointers make an edit visible; proof of
work makes it expensive.

LOI HAY GAP / COMMON MISTAKE — Cho ring chudi khdi "khéng thé sira". Chinh
xéc hon: sira dugc nhung dé lai du vét 16 ngay, va mudn che ddu vét phai 1am lai cong viéc
ctia moi khéi sau do.

Believing a blockchain "cannot be edited". More exactly: it can be edited, but the edit shows at once,
and hiding it means redoing the work of every later block.

2.4. Cay Merkle va chirng minh thudc cay - 2.4. The Merkle tree and the proof of

membership

Mot khéi co thé chira hang nghin giao dich. Néu mudn néi "khdi nay c6 giao dich cia Ha
My", ban khong mudn giri ca khoi. Cay Merkle (Merkle tree, do Ralph Merkle dé xuat
nam 1979) giai bai toan ndy. N6 gom hang nghin giao dich vao mot gia tri bam duy nhat
goi 1a gdc Merkle (Merkle root), va cho phép chimg minh mét giao dich thudc khéi chi
voi vai gia tri bam.

A block may hold thousands of transactions. To say "this block contains Ha My's transaction”,
you do not want to send the whole block. The Merkle tree (proposed by Ralph Merkle in 1979)

solves this. It gathers thousands of transactions into a single hash called the Merkle root, and
lets you prove that one transaction belongs to the block with only a few hashes.

Céach dung, ban 1am tir duéi 1én. Bude 1: bam ting giao dich, ta ¢ tang 1a. Budc 2: ghép
hai gia tri bam k& nhau thanh mot cip rdi bam cip do, ta c6 ting trén. Bude 3: lap lai cho
dén khi chi con mét gia tri, do 1a géc Merkle. Budc 4: néu mot tﬁng cd sb 18 gia tri, nhan
d6i gié tri cudi dé du cdp (cach Bitcoin dung).

You build it from the bottom up. Step 1: hash each transaction to get the leaf layer. Step 2: join
two neighbouring hashes into a pair and hash the pair to get the layer above. Step 3: repeat until
one value remains, that is the Merkle root. Step 4: if a layer has an odd number of values,
duplicate the last one to complete the pair (the way Bitcoin does it).

Goc=H(H(H(T1) || H(T2) ) || HCH(T3) || H(T4) )) (2.2)
Chting minh thudc cay (Merkle proof) 1am nhu sau, 1y vi dy chimg minh T3 thudc khéi.
Budc 1: nguodi chung minh gui gié tri badm cua T4, 1a "ngudi anh em" cung cdp voi T3.
Budc 2: nguoi kiém tra ty bam T3, ghép véi gia tri ctia T4 rdi bam, duoc nhanh bén phai.
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Budc 3: nguoi ching minh gui thém giad tri nhadnh bén trai (ghép T1 va T2). Bude 4:
nguoi kiém tra ghép hai nhanh, bam, roi so két qua voi géc Merkle di cong bd trong dau
khéi (phan mé dau cua khdi, noi ghi géc Merkle).

A Merkle proof works as follows, taking the proof that T3 belongs to the block. Step 1: the
prover sends the hash of T4, the sibling paired with T3. Step 2: the verifier hashes T3 itself, joins
it to the value of T4 and hashes, getting the right-hand branch. Step 3: the prover also sends the
value of the left-hand branch (T1 joined with T2). Step 4: the verifier joins the two branches,
hashes, and compares the result with the Merkle root published in the block header (the opening
part of a block, where the Merkle root is written).

import hashlib

def sha(b):
return hashlib.sha256 (b) .digest ()

def cay(giao dich):
tang = [sha(x.encode()) for x in giao_dich]
tat ca = [tang]
while len(tang) > 1:
if len(tang) % 2:
tang = tang + [tang[-1]]
tang = [sha(tang[i] + tang[i + 17])
for i in range (0, len(tang), 2)]
tat ca.append (tang)
return tat ca

gd = ["Tl: HaMy gui Quan 5", "T2: Quan gui Linh 2",
"T3: Linh gui LamVien 1", "T4: LamVien gui HaMy 3"]
¢ = cay(gd)
print ("Goc Merkle:", c[-1][0].hex()[:16] + "...")
x = sha(gd[2].encode())
X = sha(x + c[0][3]) # T3 ben trai, T4 (anh em) ben phai
x = sha(c[1][0] + x) # nhanh T1+T2 ben trai, nhanh vua tinh ben phai
print ("Tinh lai tu T3:", x.hex()[:16] + "...")
print ("Khop goc:", x == c[-1][0])
gd[2] = "T3: Linh gui LamVien 9"
print ("Sua T3, goc moi:", cay(gd) [-1][0].hex()[:16] + "...")

Két qua chay / Output

Goc Merkle: 704b0£f3797e6b427...

Tinh lai tu T3: 704b0£3797e6b427...

Khop goc: True

Sua T3, goc moi: d609%9alb8000b09c8...
Bai mau vdi bdn giao dich cua Ha My, Quan, Linh va cong ty Lam Vién. Goc Merkle bat
dau bang 704b0f3797e6b427. Dé chimg minh T3, ngudi kiém tra nhan hai gia tri bam
(ciia T4 va clia nhanh T1 ghép T2), ty tinh lai va ra dung goc d6. Khi doi T3 tir "1" thanh
"9" gbc méi 1a d609a1b8000b09c8, khac han.
Worked example with four transactions by Ha My, Quan, Linh and Lam Vien company. The
Merkle root begins 704b0f3797e6b427. To prove T3, the verifier receives two hashes (of T4 and
of the branch T1 joined to T2), recomputes and reaches that same root. When T3 changes from
"I1"to "9", the new root is d609al1b8000b09c8, entirely different.
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Goc Merkle

704b0f

Chirng minh cho T3

I['4 (cam) r61 H12 (cam)

Hi12 H34

879884 b689ae

T3 ghép voi T4

Tl T2 T3 T4

24193a b8c2le 83072a 719¢fl1

Hinh 2.2. Bén giao dich T1 dén T4 ¢ hang dudi, hai nhanh H12 va H34 ¢ giita, gbc Merkle &
trén ciing. Mudn chimg minh T3 (mau xanh 14), chi cin hai gia tri mau cam: T4 va H12.
Figure 2.2. Four transactions T1 to T4 on the bottom row, two branches HI2 and H34 in the middle, the
Merkle root at the top. To prove T3 (green) you need only the two orange values: T4 and H12.

Vi sao cach nay tiét kiém? V&i n giao dich, 46 dai chimg minh chi bang sb tang cua cay,
tuc [logz n| gid tri bam. Véi 1.000 giao dich, do 1a 10 gié tri bam, tirc 320 byte, trong khi
ca danh sach gia tri bam cua 1.000 giao dich nang 32.000 byte. Nut nhe (light node, chi
giit phan dau khéi) nho cach nay ma kiém dugc giao dich ciia minh ma khong tai ca khoi.
Why is this thrifty? With n transactions, the proof'is as long as the number of tree levels, [log: n]
hashes. For 1,000 transactions that is 10 hashes, or 320 bytes, while the full list of hashes for

1,000 transactions weighs 32,000 bytes. A light node (which keeps only block headers) can check
its own transaction this way without downloading the whole block.

Do dai chirng minh Merkle = [log; n] gia tri bam (2.3)

LOI HAY GAP / COMMON MISTAKE — Quén ghép dang thir ty trai — phai khi tinh lai
gbc. H(A | B) khac H(B | A), nén nguoi kiém tra phai biét gia tri anh em ndm bén trai hay bén
phai.

Forgetting the left and right order when recomputing the root. H(A | B) differs from H(B | A), so the
verifier must know whether the sibling sits on the left or the right.

2.5. Mat ma khoa cong khai va chir ky $O — 2.5. Public key cryptography and digital
signatures

Hay nghi dén hom thu cong cong dit trude cong. Ai di qua ciing bo thu vao duoc qua cai
khe, nhung chi cha nha c¢6 chia mé nap ldy thu. Mat ma khoa cong khai (public key
cryptography) tao ra mot cip khoa nhu vay. Khoa cong khai (public key) giéng cai khe:
ban dua cho moi nguoi. Khoa bi mat (private key) gidng chia: chi minh ban gii.

Picture a public postbox at your gate. Anyone passing can drop a letter through the slot, but only
the owner has the key to open the lid and take the letters out. Public key cryptography builds
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such a pair. The public key is like the slot: you hand it to everyone. The private key is like the key
to the lid: only you keep it.

Trong tién sd, cdp khéa ndy dung theo chidu nguoc lai dé ky. Chir ky sb (digital
signature) 1a bang chung rang chu ciia khéa bi mat da dong y v6i mot tin nhan cu thé, ma
khong can 16 khoa bi mat. Ciing nhu chit ky tay trén gidy, nhung chir ky s gan chit véi
n6i dung: d6i mot chir trong tin nhan thi chir ky cii khong con ding.

In digital money the pair is used the other way round, to sign. A digital signature is proof that
the owner of the private key agreed to one specific message, without revealing the private key. It
is like a handwritten signature on paper, but it is tied to the content: change one word in the
message and the old signature no longer fits.

Ba thao tac tao nén mot hé chit ky s6, mdi thao tac ai lam va lam gi nhu sau.

Three operations make up a digital signature scheme. Who does what is set out as follows.

1. Tao khoa. Hi My mé vi (wallet, tng dung gitt khéa) cia minh. Vi ldy mot s6 ngau
nhién lam khéa bi mat, roi tinh tir d6 ra khoa cong khai. Hi My cong bd khéa cong
khai, cit ky khoa bi mat.

Generate keys. Ha My opens her wallet (an app that holds keys). The wallet draws a random
number as the private key, then computes the public key from it. Ha My publishes the public
key and keeps the private key safe.

2. Ky. Mudn gtri Quan 5 dong Sen Vang, vi bam ndi dung 1énh rdi ding khoa bi mat
tinh ra chit ky, thuong gom hai sb. Lénh va chit ky duoc gui 1én mang cing nhau.
Sign. To send Quan 5 Sen Vang coins, the wallet hashes the content of the order and uses the

private key to compute the signature, usually two numbers. The order and signature go to
the network together.

3. Kiém. Mot nut mang (node, may tinh tham gia mang) nhan Iénh. N6 bam lai ndi
dung, r6i dung khoa cong khai cia Ha My kiém chir ky c6 khop khong. Khop thi
nhan 1énh, 1éch thi bo. Nat mang khong can biét khoa bi mat.
Verify. A network node (a computer taking part in the network) receives the order. It hashes
the content again and uses Ha My's public key to check whether the signature fits. If it fits,
the order is accepted, if not, it is dropped. The node never needs the private key.
Chir ky sd phai thoa ba diéu. Chi chii khoa bi mat ky duge. Ai cling kiém duoc bang khoa
cong khai. Chi ky gan v6i dang mot tin nhin, nén khong thé cat chir ky cua 1énh nay dan
sang 1énh khac. D¢ 1a tinh chat khong gia mao dugc (unforgeability). Muc 2.6 va 2.7 cho
thdy phép tinh cu thé dimg sau.
A digital signature must meet three conditions. Only the owner of the private key can sign.
Anyone can verify with the public key. The signature is tied to exactly one message, so it cannot

be cut from one order and pasted onto another. This is called unforgeability. Sections 2.6 and
2.7 show the actual computation behind it.

Ba khai ni€ém hay bi nhdm v&i nhau 1a ham bam, m3 hoa va chit ky $0. Béang sau dat
chung canh nhau.

Three concepts are often confused: hash, encryption and digital signature. The table sets them
side by side.
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an khg lai dif li¢u gé
Khai niém Muc dich Can khoa Quay lai dir li€u goc

Concept Purpose

khéng dwgc khong

Needs a key? Can it be reversed?

Tao dau van tay dé kiém di liéu
Ham bam ¢é bi stra. Khong Khong
Hash function Makes a fingerprint to check No No
whether data was altered.

Gitr bi mat ndi dung, chi nguoi
Ma hoa c6 chia doc dugc. Co C6, bang khoa giai ma
Encryption Keeps content secret; only the key Yes Yes, with the decryption key
holder can read it.

Khong c6 gi dé quay lai,
chi kiém dtng hay sai
Nothing to reverse, it only

Ching minh chu khoa bi mat
Chit ky s6 ddng y v6i diing tin nhin nay.

Digital signature = Proves the private key owner

Co, mdt cap
khoa

Yes, a key pair

agreed to exactly this message. checks true or false

Ung dung cho Quan va Linh. Anh Quan van hanh hé thong luu ky (giit ho khoa cho
khach hang) cta cong ty. Khi chi Linh yéu cau chuyén mot khoan, hé thdng chi thuc hién
néu chit ky khép khoa cong khai di dang ky cua chi. Ai lam gia 1énh ma khong c6 khéa
bi mat ctia chi Linh thi buéc kiém cua Quan loai ngay.

Applied to Quan and Linh. Quan runs the company's custody system (which keeps keys on behalf
of clients). When Linh asks for a transfer, the system carries it out only if the signature fits her
registered public key. Anyone forging the order without Linh's private key is rejected at Quan's
verification step.

PHAI THUQC / MEMORISE — Khéa cong khai dua cho moi nguoi, khoa bi mat chi chii
giit. Ky dung khoa bi mat, kiém dung khéa cong khai. Chir ky gén v6i ding mot tin nhin: doi
ndi dung thi chir ky cli v6 hiéu.

The public key is given to everyone; the private key only the owner keeps. Signing uses the private key,
verifying uses the public key. A signature is tied to exactly one message: change the content and the
old signature is void.

LOI HAY GAP / COMMON MISTAKE — Nghi riang "khoa cong khai diing dé ky, khoa bi
mat dung dé kiém". Nguoc lai: ky bang khoa bi mat, kiém bang khoa cong khai. Ai nhin thiy
khoa cong khai ciing kiém duoc, nhung khong ai ky thay dugc.

Thinking "the public key signs and the private key verifies". It is the other way round.: sign with the
private key, verify with the public key. Anyone who sees the public key can verify, but nobody can sign
in your place.

2.6. Pwong cong elliptic thu nhé: cong diém va nhan vé huwéng — 2.6. A
miniature elliptic curve: adding points and scalar multiplication

Mudn ¢6 cip khoa cong khai — bi mat, can mot phép tinh di xuoi d& nhung di nguoc gan
nhu khong thé. Bitcoin chon phép tinh trén dudng cong elliptic (elliptic curve). Ping lo
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vé tén goi: voi bai nay, d6 chi 1a mot tap hop diém (x, y) théa mot phuong trinh, kém quy
tac "cong" hai diém ra diém thir ba.

To get a public and private key pair you need a calculation that is easy forwards and almost
impossible backwards. Bitcoin chose a calculation on an elliptic curve. Do not worry about the
name: for this section it is just a set of points (x, y) that satisfy an equation, plus a rule for
"adding" two points to get a third.

Bitcoin dung phuong trinh y? = x3 + 7, tinh theo s6 hoc dong hd. SO hoc ddng ho
(modular arithmetic) giéng nhu kim gid: sau 12 gio quay vé 0. O ddy "dong hd" ¢6 p sb,
va moi két qua déu lay phan du khi chia cho p. Bitcoin ding mdt s6 nguyén té p c& 225
Pé ban tinh tay duogc, sach dung p = 43.

Bitcoin uses the equation y* = x> + 7, computed with clock arithmetic. Clock arithmetic (modular
arithmetic) works like the hour hand: after 12 o'clock it goes back to 0. Here the "clock" has p

numbers, and every result is the remainder after dividing by p. Bitcoin uses a prime p around
276, So that you can compute by hand, this book uses p = 43.

Véi p = 43, ¢6 30 diém (x, y) thoa phuong trinh, cong thém mot diém dic biét goi 1a
diém v cuc (point at infinity), dong vai s6 0 ctia phép cong. Chon diém xuét phat G = (2,
12), goi la diém gbc (generator). Hinh 2.3 v& 30 diém d6 va sau boi dau tién cia G.

With p = 43 there are 30 points (x, y) that satisfy the equation, plus one special point called the

point at infinity, which plays the role of zero for addition. Take the starting point G = (2, 12),
called the generator. Figure 2.3 draws those 30 points and the first six multiples of G.

Quy tic cong hai diém A = (x1, y1) va B = (x2, y2) 1am theo timg budc. Bude 1: tinh do
dbc L. Néu A khac B, A = (y2 — y1) / (x2 — x1); néu A trung B (nhan d6i), A = 3x:2/ 2y1).
Phép chia ¢ day 1a nhan véi s6 nghich dao theo mod 43. Budc 2: tinh x5 = A2 — x1 — Xa.
Budc 3: tinh ys = AM(x1 — x3) — y1. Budc 4: 1dy phan du mod 43 cho cé hai sd, ta co A + B
= (X3, y3).

The rule for adding two points A = (x1, y1) and B = (xz, y2) goes step by step. Step 1: compute the
slope 4. If A differs from B, 1 = (v: — y1) / (x2 — x1); if A equals B (doubling), 1 = 3x:?/ (2y1).
Division here means multiplying by the inverse under mod 43. Step 2: compute xs = 1> — X1 — Xa.
Step 3: compute ys = A(x: — x3) — y1. Step 4: take both numbers mod 43; then A + B = (x, y3).

A= (y2—y1)/(Xz = X1); X3 =A* = X1 — Xp; y3=A(X1 — X3) —y1 (mod p)
(2.4)

Bai mau 1: tinh 2G va 3G. Nhan d6i G = (2, 12): A =3 %22/ (2 % 12) =12 /24 = 1/2.
Trong mod 43, nghich ddocua21a22, vi2 * 22 =44, du 1. VayA=22. x5 =222 -2 x 2
=480,du 7.ys =22 (2—-7)—12=-122,du 7. Vay 2G = (7, 7). Tiép theo 3G =G +
2G:A=(T-12)/(7—-2)=-5/5=—-1,du42. x3=42>2-2—-7=1.755,du 35. y3 =42 *
(2—-35)—12,du 21. Vay 3G = (35, 21).

Worked example 1: compute 2G and 3G. Doubling G = (2, 12): A=3 ¥22/(2 %12) =12/24 =
1/2. In mod 43 the inverse of 2 is 22, because 2 * 22 = 44, remainder 1. So .. = 22. xs =227 — 2 *
2 =480, remainder 7. ys =22 (2 —7) — 12 = =122, remainder 7. So 2G = (7, 7). Next 3G = G
+2G:A=(7—-12)/(7—2)=—-5/5=—1, remainder 42. xs = 42?2 — 2 — 7 = 1,755, remainder
35.ys =42 (2 —35) — 12, remainder 21. So 3G = (35, 21).
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Cong G véi chinh n6 k 1an ta dugc k * G, goi 1a nhan vo hudng (scalar multiplication).
Poan ma sau lam dung phép cong diém vira tinh tay, roi nhan G 1én nhiéu 1an cho dén khi
quay vé diém vo cuc.

Adding G to itself k times gives k * G, called scalar multiplication. The code below performs the
point addition you just did by hand, then multiplies G up until it returns to the point at infinity.

p, G = 43, (2, 12) # duong cong y*2 = x"3 + 7 (mod 43)

def cong (P, Q):
if P is None or Q is None:
return P or Q
(x1, yl), (x2, y2) =P, Q
if x1 == x2 and (yl + y2) % p ==
return None

if P == Q:

m=3* x1 * x1 * pow(2 * yl, -1, p) $ p
else:

m= (y2 - yl) * pow(x2 - x1, -1, p) $p
X3 = (m *m - x1 - x2) $p
return (x3, (m * (x1 - x3) - yl) % p)

def nhan(k, P):
R = None
for in range (k):

R = cong (R, P)
return R

print ("G nam tren duong cong:", (G[1l]**2 - G[0]**3 - 7) % p == 0)
for k in range(l, 7):

print(k, "* G =", nhan(k, G))
print("31 * G =", nhan(31, G), " (None la diem vo cuc)")

Két qua chay / Output

nam tren duong cong: True
G = (2, 12)

% X X X %

G
G
G
G
G

w oy U WN Q@

—
*
(0]

= None (None la diem vo cuc)

Céc boi cua G 1ap lai sau 31 bude: 31 * G la diém vé cuc. S6 31 goi la bac (order) cua G,
ky hiéu n. Boi cta G chi c6 31 gia tri, nén v6i duong cong thu nho nay ké gian thir ti da
30 lan 1a tim ra k. V4i duong cong that ciia Bitcoin (tén secp256k1, cing dang y* = x3 +
7), p va n déu c& 225, nén cach thir nay vo vong.

The multiples of G repeat after 31 steps: 31 * G is the point at infinity. The number 31 is called
the order of G, written n. Multiples of G take only 31 values, so on this miniature curve a cheat

needs at most 30 tries to find k. On Bitcoin's real curve (named secp256kl, of the same form y? =
x*+7), p and n are both around 2%°°, so that approach is hopeless.

Day chinh 1a cap khoa. Ha My chon khoéa bi mat k = 13. Khoa cong khai laQ =13 * G =
(13, 21). bi xudi (biét k, tinh Q) chi can vai phép cong. i nguge (biét Q va G, tim k) goi
1a bai toan logarit r0i rac trén duong cong elliptic. Vi s6 16n, chua ai biét cach giai
nhanh.
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This is exactly the key pair. Ha My picks the private key k = 13. The public key is Q = 13 G =
(13, 21). Going forwards (know k, compute Q) takes a few additions. Going backwards (know Q
and G, find k) is called the elliptic curve discrete logarithm problem. For large numbers no fast
way to solve it is known.

Khoéa cong khai Q =k * G (kla khoa bi mét, G 1a diém géc) (2.5)

y2=x*+ 7 trén trudng 43 s6: 30 diém

30

20

0 10 20 3 4
Hinh 2.3. Ba muoi chdm xam 1a cac diém ciia dudng cong thu nho y? = x® + 7 trén 43 s6. Cham
d6 1a G, cac chdm cam 13 2G dén 6G; cac boi ciia G nhay khip noi, khong theo dudng nao co thé
doan.

Figure 2.3. The thirty grey dots are the points of the miniature curve y? = x> + 7 over 43 numbers. The
red dot is G and the orange dots are 2G to 6G; the multiples of G jump around with no guessable path.

LOI HAY GAP / COMMON MISTAKE — V& dudng cong elliptic ciia Bitcoin nhu mot
duong tron lién tyuc. Trén truong hiru han né chi 1a mét dam diém roi rac, nhu Hinh 2.3.
Puong tron chi 1 hinh minh hoa trén s6 thuc.

Drawing Bitcoin's elliptic curve as a smooth continuous line. Over a finite field it is only a cloud of
separate points, as in Figure 2.3. The smooth line is only an illustration over real numbers.

2.7. ECDSA va Schnorr: Ky va kiém bang phép tinh — 2.7. ECDSA and Schnorr:
signing and verifying by calculation

Bay gio ghép duong cong voi ham bam dé 1am chir ky. Thuat toan chit ky s6 trén duong
cong elliptic (ECDSA, Elliptic Curve Digital Signature Algorithm) la loai chir ky Bitcoin
dung tir ¢au. Pé dé tinh, sach chuyén sang duong cong y? = x> + 7 trén p = 163, diém gbc
G = (2, 34), bac n = 139 (dd kiém: 139 * G 1a diém v6 cuc). Khoa bi mat ctia Ha My 1a d
=57, khoa cong khai Q =d * G.

Now combine the curve with the hash function to make a signature. The Elliptic Curve Digital
Signature Algorithm (ECDSA) is the kind of signature Bitcoin has used from the start. To keep
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the sums easy, the book moves to the curve y* = x* + 7 with p = 163, generator G = (2, 34) and
order n = 139 (checked: 139 * G is the point at infinity). Ha My's private key is d = 57 and her
public key is Q =d *G.

Ky lam theo bbn budc. Budc 1: bam tin nhan, 14y phan du khi chia cho n, ta ¢ z. Budc
2: chon mét s6 dung mot 1an k (nonce, "number used once"), tinh diém k * G va lay
hoanh d¢ ctia n6 mod n, goi la r. Budc 3: tinh s =k (z + r * d) mod n. Budc 4: chit ky 1a
cap (r, s).

Signing takes four steps. Step 1: hash the message and take the remainder on division by n; call
it z. Step 2: choose a number used once, k (a nonce), compute the point k * G and take its x
coordinate mod n; call it r. Step 3: compute s = k™ (z + r *d) mod n. Step 4: the signature is the

pair (1, s).

Kiém cling bdn bude va chi can khoa cong khai Q. Budce 1: tinh z tir tin nhin nhan duoc.
Budc 2: tinh w = s mod n. Budc 3: tinh w1 = z * w va u2 = r * w. Budc 4: tinh diém u; *
G + uz * Q; chit ky dng khi hoanh do ctia diém d6 mod n bang r.

Verifying is also four steps and needs only the public key Q. Step 1: compute z from the received

message. Step 2: compute w = s mod n. Step 3: compute ur =z *w and uz = r *w. Step 4:
compute the point u; * G + uz * Q; the signature is valid when its x coordinate mod n equals r.

s=kl(z+r+d)modn; kifm:u;=z#*s1, uz=r*s?, x(u1*G+u,*Q)=r
(mod n) (2.6)

import hashlib
p, n, G =163, 139, (2, 34) # y*2 = x*3 + 7 (mod 163)

def cong (P, Q):
if P is None or Q is None:
return P or Q
(x1, yl), (x2, y2) =P, Q
if x1 == x2 and (yl + y2) % p ==
return None

if P == Q:

m=3* x1 * x1 * pow(2 * yl, -1, p) $ p
else:

m= (y2 - yl) * pow(x2 - x1, -1, p) $p
X3 = (m *m - x1 - x2) $p
return (x3, (m * (x1 - x3) - yl) % p)

def nhan(k, P):
R = None
for in range (k):

R = cong (R, P)
return R

def bam(tin) :
h = hashlib.sha256(tin.encode ()) .hexdigest ()
return int(h, 16) % n

d, k=57, 41 # khoa bi mat va so dung mot lan (do de bai dat)
Q = nhan(d, G)
tin = "HaMy gui Quan 5 Sen Vang"

r = nhan(k, G)[0] % n
s = pow(k, -1, n) * (bam(tin) + r * d) % n
print("Q =", Q, "| z =", bam(tin), "| (r, s) =", (r, s))

def kiem(tin, r, s):
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w = pow(s, -1, n)
P = cong(nhan (bam(tin) * w % n, G), nhan(r * w $ n, Q))
return P is not None and P[0] $ n == r

print ("Tin that:", kiem(tin, r, s))

print ("Tin sua :", kiem("HaMy gui Quan 50 Sen Vang", r, s))

Ket qua chay / Qutput

Q= (11, 69) | z = 117 | (r, s) = (13, 65)

Tin that: True

Tin sua : False

Bai miu 2 doc theo két qua. Tin nhin "HaMy gui Quan 5 Sen Vang" bam ra z = 117. Véi
k =41, diém k * G ¢6 hoanh do mod 139 1ar=13.s=41"# (117 + 13 * 57) mod 139 =
65. Khoa cong khai Q =57 * G = (11, 69). Khi kiém, w = 65"1=77, wi = 113, u> = 28,
diém tinh ra 1 (152, 119), hoanh d¢ 152 mod 139 = 13, ding bang r. Khi d6i 5 thanh 50
trong tin nhin, z d6i nén phép kiém tra "False": chir ky cii khong dung duoc cho 1énh
moi.

Worked example 2, read from the result. The message "HaMy gui Quan 5 Sen Vang" hashes to z
= [17. With k = 41, the point k * G has x coordinate mod 139 equal tor = 13. s =417 (117 +
13 *57) mod 139 = 65. The public key is Q = 57 * G = (11, 69). To verify, w = 65" =77, us =
113, uz = 28, the computed point is (152, 119), and 152 mod 139 = 13, exactly r. When 5

becomes 50 in the message, z changes and the check returns "False": the old signature cannot
serve the new order.

Mot diém can nhé ki vé s6 dung mot 1an k. Néu ky hai tin khac nhau ma dung lai cing k,
ké nhin thay hai chit ky giai dugc hé phuong trinh va tim ra khoa bi mat d. Vi vy vi t6t
tao k theo cach khong lap lai, khong bao gid do nguoi dung tu dit. Anh Quén kiém diéu
nay khi ddnh gia phin mém vi cho cong ty.

One point to remember well about the number used once, k. If two different messages are signed
with the same k, anyone who sees both signatures can solve the equations and find the private

key d. So a good wallet creates k in a way that never repeats and is never chosen by the user.
Quan checks this when assessing wallet software for the company.

Chir ky Schnorr 1a mét cach ky khac, don gian hon. Nguoi ky chon k, tinh R =k * G, tinh
e bang cach bam R cung tin nhan, rdi gui (R, s) véi s =k + e * d mod n. Nguoi kiém thir
s * G c6 bang R + e * Q khong. Phép kiém nay "tuyén tinh": chit ky cta nhiéu ngudi
cong lai dugc thanh mot chir ky, diéu ECDSA kho lam. Béng sau so hai loai.

The Schnorr signature is another, simpler way to sign. The signer picks k, computes R = k * G,
computes e by hashing R together with the message, and sends (R, s) with s = k + e * d mod n.
The verifier tests whether s * G equals R + e * Q. This check is "linear": signatures from several
people can be added into one, which ECDSA finds hard. The table compares the two.
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Criterion

s=k (z+r * d), can phép chia

=k + 2 A A \ N
Cong thirc chitky  (nghich dao) s =k + e = d, chi can cong va nhan

s =k + e *d, only addition and

Signature formula s =k’ (z+r *d), needs a division e
) multiplication
(inverse)
Gop nhiéu chir ky s s A 2. X v 1A L o
c P . Y Kho, phai 1am nhiéu vong trao doi Dg, vi phép kiém tuyén tinh
ombinin : .
. & Hard, needs several rounds of exchange  Easy, because the check is linear
signatures
. Pugc thém vao sau qua nang ci
Dung trong o - q g cap
Bitcoin Loai chir ky c6 tir dau Taproot
o The signature type from the start Added later through the Taproot
Use in Bitcoin
upgrade

PHAI THUQC / MEMORISE — Ky ECDSA: z = bdm tin nhén, r = hoanh d6 cia k * G, s =
k! (z+ r * d) mod n. Kiém: diém u: * G + uz * Q phai c6 hoanh d6 bang r. Khong bao gid
dung lai s6 k cho hai tin khac nhau.

ECDSA signing: z = hash of the message, v = x coordinate of k * G, s = k™' (z + r *d) mod n.
Verifying: the point u: * G + uz * Q must have x coordinate equal to r. Never reuse k for two different
messages.

LOI HAY GAP / COMMON MISTAKE — Ky xong rdi giri ca khéa bi mat d kém chit ky
"dé nguoi nhan kiém". Nguoi kiém chi cAn khoa cong khai Q. HE khéa bi mat roi may cua
chu thi coi nhur d4 mat.

Sending the private key d along with the signature "so the receiver can check". The verifier needs only
the public key Q. Once the private key leaves its owner's device, treat it as lost.

2.8. Tir khoa bi mat dén khéa cong khai dén dia chi — 2.8. From private key to
public key to address

Pia chi 12 chudi ban dua cho ngudi khac dé ho gui tién sé vao. N6 gidng sb tai khoan
ngan hang, nhung khong do ngan hang cap: vi ciia ban tu tinh ra tir khoa cong khai. Co
hai 1y do khong dung thang khéa cong khai. Dia chi ngan hon, va bam thém mat 16p che
khoa cong khai cho dén khi ban tiéu tién.

An address is the string you give others so they can send digital money to you. It resembles a
bank account number, but no bank issues it: your wallet computes it from your public key. There

are two reasons not to use the public key directly. The address is shorter, and an extra hash
hides the public key until you actually spend.

Vi tinh dja chi kiéu Base58Check theo sau budc. Bude 1: 1dy khoa cong khai. Budc 2:
bam bang SHA-256. Budc 3: bam két qua bang RIPEMD-160, ra 160 bit (20 byte). Budc
4: gan mot byte phién ban & dau (00 cho dia chi kiéu cii, 1am dija chi bat dau bang chir sd
1). Budc 5: bam hai 1an SHA-256 chudi 21 byte d6, 1ay 4 byte ddu lam ma kiém tra va
gan vao cudi. Budc 6: d6i ca 25 byte sang chir va s6 theo hé Base58.
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The wallet computes a Base58Check address in six steps. Step 1: take the public key. Step 2:
hash it with SHA-256. Step 3: hash the result with RIPEMD-160, giving 160 bits (20 bytes). Step
4: attach a version byte at the front (00 for the old-style address, which makes the address begin
with the digit 1). Step 5: double hash that 21-byte string with SHA-256, take the first 4 bytes as
the checksum and attach them at the end. Step 6: convert all 25 bytes into letters and digits in
base 58.

Base58 dung 58 ky tu: chit s6 va chir cai, bé bon ky ty dé nhin nham 1a s6 0, chit O hoa,
chit I hoa va chir 1 thuong. Nho vy ngudi chép dia chi bang tay it nhdm hon.

Base58 uses 58 characters: digits and letters, leaving out the four that are easily mistaken: the
digit 0, capital O, capital I and lowercase . People copying an address by hand then make fewer
mistakes.

Dia chi = Base58( v || RIPEMD160(SHA256(Q)) || KT), KT = 4 byte du cta
SHA256(SHA256(v || RIPEMD160(SHA256(Q))))  (2.7)

Khéa bi mat Khéa cong khai Bim 2 lAn
—> —>
s ngau nhién diém trén dudng cong SHA-256 roi
256 bit Q=kx*G RIPEMD-160
MGéi miii tén di mét chiéu: tir phai nguge vé trdi khong tinh ra dwoc l
Pia chi Base58Check Thém déu va dudi
<« <«
chudi dé nguoi khac ddi sang chir va sb byte phién ban +
gui tién vao dé chép 4 byte kiém tra

Hinh 2.4. Dong trén di tir khoa bi mat dén bam hai lan, dong dudi gin dau, dudi va doi sang
Base58Check ra dia chi. Moi miii tén di mot chiéu, nén nguoi ngoai nhin dia chi khong suy
nguoc ra khoa bi mat.

Figure 2.4. The top row runs from the private key to the double hash, and the bottom row adds the front
and tail and converts to Base58Check to give the address. Every arrow goes one way, so an outsider
cannot work back from the address to the private key.

DPoan ma sau tao dia chi minh hoa tir mét chudi byte tu dit dong vai khoa cong khai nén.
Chudi nay khong thudc khéa ndo, nén dia chi chi dé xem cach lam, khong dung dé nhan
tién.

The code below builds an illustrative address from a self-chosen byte string standing in for a
compressed public key. That string belongs to no real key, so the address is only to show the
method and cannot receive money.

import hashlib
B58 = "123456789ABCDEFGHJIJKLMNPOQRSTUVWXYZabcdefghijkmnopgrstuvwxyz"

def sha(b):
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return hashlib.sha256 (b) .digest ()

def baseb58 (b) :
n = int.from bytes (b, "big")
s = nmnu
while n:
n, r = divmod(n, 58)
s = B58[r] + s
dau = len(b) - len(b.lstrip(b"\0"))
return "1" * dau + s

khoa ck = b"\x02" + sha(b"khoa cong khai cua Ha My (minh hoa)")
h160 = hashlib.new("ripemdl60", sha(khoa ck)) .digest ()
tai trong = b"\x00" + h1l60

kiem = sha(sha(tai trong)) [:4]

dia_chi = baseb58(tai_trong + kiem)

print ("Dia chi minh hoa:", dia chi)

print ("Ma kiem tra (4 byte):", kiem.hex())
print ("Do dai:", len(dia chi), "ky tu")

Két qua chay / Output

Dia chi minh hoa: 13ng4YMHPTHTBkK5tSZbV8t6bsnuS6e8yR
Ma kiem tra (4 byte): 1d052dfc
Do dai: 34 ky tu

Pja chi minh hoa 13 13ngdYMHPTHTBKK 5tSZbV8t6bsnuS6e8yR, dai 34 ky tu va bét
dau bang 1 vi byte phién ban 1a 00. M3 kiém tra 4 byte 12 1d052dfc. Ma kiém tra c6 tac
dung gi? Poan ma sau gidi ngugc dia chi, tinh lai 4 byte va so. R&i né dbi ding mot ky tu
dé xem diéu gi xay ra.

The illustrative address is 13ng4dYMHPTHTBkK5tSZbV8t6bsnuS6e8yR, 34 characters long, and
begins with 1 because the version byte is 00. The 4-byte checksum is 1d052dfc. What does the
checksum do? The next code decodes the address, recomputes the 4 bytes and compares. Then it
changes exactly one character to see what happens.

import hashlib
B58 = "123456789ABCDEFGHJKLMNPQRSTUVWXYZabcdefghijkmnopgrstuvwxyz"

def sha(b):
return hashlib.sha256 (b) .digest ()

def hop le(dia chi):
n=20
for ch in dia chi:
n =n * 58 + B58.index (ch)
b = n.to bytes (25, "big")
return sha(sha(b[:21]))[:4] == b[21:]

dc = "13ngd4YMHPTHTBkK5tSZbV8t6bsnuSce8yR"

i =10

sai = dc[:1] + ("a" if dc[i] != "a" else "b") + dc[i + 1:]
print ("Dia chi goc :", dc, hop le(dc))

print ("Go sai 1 chu:", sai, hop le(sai))

Két qua chay / Output

Dia chi goc : 13ng4YMHPTHTBkKS5tSZbV8t6bsnuS6e8yR True
Go sai 1 chu: 13ng4YMHPTaTBkK5tSZbV8t6bsnuS6e8yR False

Pia chi gdc qua phép kiém, dia chi gb sai mot ky tu bi loai. Vi ctia ban vi thé bao "dia chi
khong hop 18" thay vi giri tién vao mot noi khong ai gitr. M kiém tra chi bat 16i gd nham,
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khong chimg minh dia chi c¢6 chi. Ban van c6 thé gé ding mot dia chi hop 1é ciia ngudi
la.

The original address passes the check and the mistyped one is rejected. Your wallet therefore
says "invalid address" instead of sending money to a place nobody holds. The checksum only
catches typing slips; it does not prove the address has an owner. You can still type a perfectly
valid address that belongs to a stranger.

Pia chi Bech32 (bt dau bang bel) 1a kiéu méi hon. N6 chi dung chit thudng nén khong
1an hoa thudng, dung bang 32 ky tu, va ma kiém tra manh hon, phét hién 15i t6t hon va
gitp chi ra vi tri gd sai. Cach tinh van di tir khoa cong khai qua biam; khac & bang ky tu
va ma kiém tra. Sach chi can ban nhan ra bel 1a mot kiéu dia chi hop 1é.

A Bech32 address (starting with bcl) is the newer kind. It uses lowercase only so case cannot be
confused, uses a 32-character table, and has a stronger checksum that detects errors better and
helps locate the typo. The computation still goes from the public key through hashes; the
differences are the character table and the checksum. You only need to recognise bcl as a valid
address style.

LOI HAY GAP / COMMON MISTAKE — Nghi dia chi 1a "tai khoan chira tién" va chi vi
ban dau méi dung duoc néd. Pia chi chi 13 ddu van tay cta khoa cong khai. Ai giit khoa bi mat
khdp vé6i né thi ky chuyén duoc sb tién da guri vé do.

Thinking an address is an "account holding money" that only the original wallet can use. An address
is just a fingerprint of a public key. Whoever holds the matching private key can sign to move the
money sent to it.

2.9. Sinh kho6a bi mat phai ngiu nhién: chuyén vi ndo — 2.9. Private keys must be

random: the story of brain wallets

Toan bo sirc manh ctia chir ky sé ndm ¢ chd khong ai doan ra khoa bi mat. Khoa bi mat 1a
mét sb ¢& 225, tic cd khoang 1,16 * 1077 kha nang. Piéu d6 chi ding néu s6 duoc chon
ngau nhién. Mot s6 do con ngudi nghi ra, du trong dai va phtc tap, thudc vé mot tap nho
hon nhiéu nhirng s6 ngudi ta hay nghi téi.

All the strength of a digital signature rests on nobody being able to guess the private key. A
private key is a number around 2?°%, about 1.16 * 107 possibilities. That holds only if the number

is chosen at random. A number a person thinks up, however long and complicated it looks,
belongs to a much smaller set of numbers people tend to think of-

Vi ndo (brain wallet) 1a kiéu ldy mot cAu minh nh¢ trong dau, bam bang SHA-256, rdi
dung két qua 1am khéa bi mat. Thuan tién vi khong phai chép khoa ra gidy. Nguy hiém vi
ké xau 1ap san mot danh sach cau hay gip (cau hat, thanh ngir, mat khau pho bién), bim
ting cdu roi do xem khoa nao co tién. May tinh 1am viéc d6 hang triéu 1an mdi giay.

A brain wallet takes a phrase you remember, hashes it with SHA-256 and uses the result as the
private key. It is convenient because nothing needs to be written down. It is dangerous because a
bad actor prepares a list of common phrases (song lines, proverbs, popular passwords), hashes
each one and checks which key holds money. A computer does this millions of times a second.
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import hashlib, secrets

def khoa tu cau(cau):

return hashlib.sha256 (cau.encode ()) .hexdigest ()
tu dien = ["matkhaul23", "toiyeuvietnam", "hamy2005", "bitcoin",
"123456789", "iloveyou", "quanl234", "caphe"]
khoa nan nhan = khoa tu cau("hamy2005") # cau Ha My tu nghi ra
for lan, cau in enumerate(tu dien, 1):
if khoa tu cau(cau) == khoa nan nhan:
print ("Tim ra sau", lan, "lan thu, cau la:", cau)
break

ngau nhien = secrets.token hex(32)
print ("Khoa ngau nhien dai", len(ngau nhien), "ky tu hex")
print ("Hai lan sinh giong nhau:", ngau nhien == secrets.token hex(32))

Két qua chay / Output

Tim ra sau 3 lan thu, cau la: hamy2005

Khoa ngau nhien dai 64 ky tu hex

Hai lan sinh giong nhau: False
Két qua: danh sach chi c6 8 cau, ké x4u tim ra cum "hamy2005" sau 3 lan thir. Khoa sinh
ngau nhién bang thu vién secrets (Idy ngau nhién tir hé diéu hanh) thi dai 64 ky tu hex va
hai 1an sinh khong bao gid tring nhau. Hay so thang do. Du ké xdu c6 mot nghin triéu
triéu (10'%) phép thir mdi gidy, thir hét 225 kha ning ciing can khoang 3,67 * 10 nam.
Result: the list has only 8 phrases, and the bad actor finds "hamy2005" on the third try. A key
made at random with the secrets library (which draws randomness from the operating system) is
64 hex characters long and two draws never match. Now the scale. Even if the bad actor made a
thousand million million (10%°) tries a second, going through all 2%°° possibilities would take
about 3.67 * 10°* years.

Quy tic cho ngudi dung: dé vi ty sinh khoa, khong bao gid t nghi cau dé lam khoéa. Véi
lap trinh vién: ding ngudn ngau nhién cta hé diéu hanh (nhu secrets), khong dung ham
random thong thudng, vi ham d6 doan trudc dugc néu biét hat giéng.

Rule for users: let the wallet generate the key, and never invent a phrase to serve as a key. For
programmers. use the operating system's randomness (such as secrets), not the ordinary random
function, because that one is predictable if its seed is known.

LOI HAY GAP / COMMON MISTAKE — Nghi réng mdt cau dai va ¢o s, ky hiéu la du
1am khoa bi mat. Do dai cua cau khong bang d6 ngau nhién. Cau do ngudi nghi ra van nam
trong tap cac cau nguoi khac do duogc.

Believing a long phrase with digits and symbols is enough to serve as a private key. The length of a
phrase is not its randomness. A phrase a person invents still lies in the set others can search.

2.10. Khoa cong khai lam danh tinh, but danh, may tinh lwgng tir va phap luit
Viét Nam — 2.10. Public keys as identities, pseudonyms, quantum computers and
Vietnamese law

Trong mang tién sé khong ¢ t6 chirc nao cap chimg minh thu. Danh tinh cta ban chinh
1a khoa cong khai (hodc dia chi suy ra tir nd). Ai ky duoc bang khoa bi mat khop 1a "chu"
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